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ABSTRACT OF DISSERTATION

Topics on Register Synthesis Problems

Pseudo-random sequences are ubiquitous in modern electronics and information tech-
nology. High speed generators of such sequences play essential roles in various engi-
neering applications, such as stream ciphers, radar systems, multiple access systems,
and quasi-Monte-Carlo simulation. Given a short prefix of a sequence, it is undesir-
able to have an efficient algorithm that can synthesize a generator which can predict
the whole sequence. Otherwise, a cryptanalytic attack can be launched against the
system based on that given sequence.

Linear feedback shift registers (LFSRs) are the most widely studied pseudorandom
sequence generators. The LFSR synthesis problem can be solved by the Berlekamp-
Massey algorithm [44], by constructing a system of linear equations, by the extended
Euclidean algorithm, or by the continued fraction algorithm [52,53]. It is shown that
the linear complexity is an important security measure for pseudorandom sequences
design. So we investigate lower bounds of the linear complexity of different kinds of
pseudorandom sequences.

Feedback with carry shift registers (FCSRs) were first described by Goresky and
Klapper [22,31]. They have many good algebraic properties similar to those of LF-
SRs. FCSRs are good candidates as building blocks of stream ciphers. The FCSR
synthesis problem has been studied in many literatures [7, 30, 33] but there are no
FCSR synthesis algorithms for multi-sequences. Thus one of the main contributions
of this dissertation is to adapt an interleaving technique to develop two algorithms to
solve the FCSR synthesis problem for multi-sequences.

Algebraic feedback shift registers (AFSRs) are generalizations of LESRs and FC-
SRs. Based on a choice of an integral domain R and 7 € R, an AFSR can produce

sequences.whoese.elements can be thought of elements of the quotient ring R/(w). A
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modification of the Berlekamp-Massey algorithm, Xu’s algorithm solves the synthe-
sis problem for AFSRs over a pair (R, ) with certain algebraic properties [33]. We
propose two register synthesis algorithms for AFSR synthesis problem. One is an
extension of lattice approximation approach but based on lattice basis reduction and

the other one is based on the extended Euclidean algorithm.

KEYWORDS: FCSRs, AFSRs, Register synthesis problem, Multi-sequences.
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1 Introduction

This thesis concerns pseudorandom sequence generators and the problem of finding
minimal generators of certain types given only partial knowledge of the sequence.
This problem has implications for symmetric key cryptography. In the remainder of
this chapter we review the definition of pseudorandom sequences, the basics of the

type of generator we are concerned with, and the introduction of lattice theory.

1.1 Pseudorandom sequences

Random sequences are useful for a variety of purposes, such as generating encryp-
tion keys, gambling, statistical sampling and computer simulation. The randomness
means that it is hard to predict the next number using the numbers that we have
seen. Truly random sequences can be generated by true random number generators
(TRNGs), such as HotBits [09] using radioactive decay and RANDOM.ORG [I] using
atmospheric noise. However, TRNGs are nondeterministic and generally are ineffi-
cient in most practical environments. In such situations, pseudorandom sequence
generators are substituted for TRNGs.

Pseudorandom sequence generators are deterministic algorithms which produce
sequences, called pseudorandom sequences, that are apparently random. These se-
quences are not truly random but apparently random in the sense that it is not
efficient for an adversary to distinguish them from the truly random sequences of the
same length. To gain confidence in the randomness of pseudorandom sequences, a
collection of statistical tests is designed to detect the specific characteristics expected
of random sequences. Besides the five basic tests [15] listed blow, other statistical
tests have been proposed, such as Golomb’s randomness postulates [21], Maurer’s
universal statistical test [15] and FIPS 140-1 statistical tests [17,15].

e Frequency test: Determine whether the number of 0’s and 1’s in the sequence

are approximately the same.

e Serial test: Determine whether the number of occurrences of 00, 01, 10, and

11 as subsequences are approximately the same.

e Poker test: Determine whether the sequences of length m each appear ap-

proximately the same number of times in the sequence.

e Runs test: Determine whether the number of runs ( i.e. subsequences that

contains,consecutive 0’s or consecutive 1’s which are neither preceded nor suc-
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ceeded by the same symbol) of various lengths in the sequence is as expected

for a random sequence.

e Autocorrelation test: Check for correlations between the sequence and its
shifts.

Along with the property of randomness, pseudorandom sequences with particular
statistical properties are used in different applications. In frequency hopping spread
spectrum, pseudorandom sequences known to both transmitter and receiver are used
as spreading codes to lead signals rapidly to switch among many frequency channels.
This method has been used in many wireless communication systems, such as blue-
tooth, cellphone, and GPS systems. Pseudorandom sequences are also used as error
correcting codes in satellite and other communications. In stream ciphers and other
cryptographic applications, pseudorandom sequences are used as crucial components
for generating key streams. In Monte Carlo methods, pseudorandom sequences that
are uniformly distributed are used as samples data for simulation.

Considering the security problems, not all pseudorandom sequence generators are
suitable for use in cryptography. NIST Special Publication 800-22, A Statistical
Test for Random and Pseudorandom Number Generators for Cryptographic Applica-
tions [57] discusses the selecting and testing of random and pseudorandom sequence
generators in cryptography and offers detailed recommendations on how to use these

tests.

1.2 The one-time pad and stream ciphers

The one-time pad is a cipher in which each character in the plaintext is encrypted
with a random key. It was first described by Frank Miller in 1882 [17]. In 1917,
AT&T research engineer, Gilbert Vernam, re-invented the electrical one-time pad
using the XOR operation (addition modulo 2) and got it patented in 1919 (U.S.
Patent 1,310,719 [67]). It was proved by Claude Shannon, using information theory,
that the one-time pad is mathematically unbreakable [62]. Even adversaries with
unbounded computational power and infinite time cannot break it. It is said to
have perfect secrecy, which means that the ciphertext gives absolutely no additional
information about the plaintext. However, it is inconvenient to use a one-time pad in
practice due to the constraints that the key must be at least as long as the plaintext
and each key can be used only once. A well-designed stream cipher can be a good

replacement for one-time pad.
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A stream cipher is a private (symmetric) key cryptosystem where encryption and
decryption keys are identical. Stream ciphers encrypt plaintext character by character
by adding the key stream generated by a pseudorandom sequence generator. The
decryption is to subtract the identical copy of the key stream character by character
from the ciphertext. Figure 1.1 shows the procedure of encryption and decryption in

a stream cipher in the form of binary digits.

Seed Seed

Key Key
Plaintext {') {D

Ciphertext

» Plaintext

Figure 1.1: Stream Cipher Schematic

Because of their high speed stream ciphers are suitable for transmitting large
amounts of data, such as that generated by digital telephones, video on demand,
and Voice over Internet Protocol (VoIP). They are often implemented in hardware
to add speed. The most widely used stream cipher is RC4, which is used in WEP
(security algorithm for IEEE 802.11 wireless networks), SSL (cryptographic protocols
to security communication over computer network) and SSH (network protocol for
remote login over an unsecured network). In November 2004, ECRYPT (European
Network of Excellence in Cryptology) launched a four year project called “eSTREAM”

to advance the development of stream cipher designs.

1.3 Sequence generators and their Properties

In this section, we recall three kinds of sequence generators: linear feedback shift
registers (LFSRs), feedback with carry shift registers (FCSRs) and algebraic feedback
shift registers (AFSRs). The design and analysis of LESRs and FCSRs are based on
similar algebraic structures, which gives rise to a common generalization, AFSRs [32].

LFSRs are widely used in cryptography. There are many important LFSR-based
stream ciphers such as A5 used in GSM, and EO used in Bluetooth. With the right
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choices of coefficients, LFSRs produce pseudorandom sequences with desirable ran-
domness properties.

Algebraic attacks [13,30] on stream ciphers based on LFSRs take advantage of
the linear nature of the state change operation. If a sequence is annihilated by a low
degree polynomial in the shift operator, then it is also annihilated by the composition
of this polynomial with the state change operator. Iteration gives us many more
annihilators of the sequence. This allows an adversary to break the stream cipher by
solving a system of low degree polynomials. Thus alternatives to LEFSRs as building
blocks are desirable.

FCSRs, proposed by Klapper and Groresky [22,31], are good alternatives to LFSRs
as building blocks to proffer resistance to algebraic attacks. The sequences generated
by FCSRs enjoy many useful statistical properties. FCSRs are high speed sequence
generators which are suitable for hardware implementation. The stream cipher family
Filtered-FCSR (F-FCSR) [3-0] is an example of stream ciphers based on FCSRs.

Generally speaking, a sequence generator is an algorithm for generating sequences
of numbers. Different state changes determine different properties of the generated

sequences.

Definition 1.3.1. [25] A sequence generator with output,
F= (Uazath)?

consists of a discrete (i.e., finite or countable) set U of states, a discrete alphabet
Y2 of output values, a state transition function f : U — U and an output function
g:U— .

Such a generator is depicted as follows:
foU-LY.
Given an initial state s € U, such a sequence generator outputs an infinite sequence

F(s) =g(s),9(f(s)).9(f*(s)),

with elements in 2.

The output sequence a=(ag, ay, - --) is periodic if there exists an integer 7" > 0 so
that

a; = Q4T (11)

forall i =0,1,2,---. We call T a period of the sequence a and the least one is called

theJleastperiod-of asThe sequence a is eventually periodic if there exists N > 0 and
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T > 0 so that (1.1) holds for all « > N. It is well known that every period of a is a
multiple of the least period of a.

Consider the Fibonacci sequence
0,1,1,2,3,5,8,13,21,34,55,89,144, - - - .

The sequence generator for the Fibonacci sequence is with states U = Z2, output
alphabet Z, state change function f(ag, a1) = (a1, ag+ay), output function g(ag, a;) =

ap, and initial state s = (0, 1).

1.3.1 Linear Feedback Shift Registers

Linear feedback shift registers (LFSRs) are high speed generators of linearly recurrent
sequences that have many desired properties for applications including cryptography,
random number testing and wireless communication systems employing spread spec-
trum or CDMA techniques. They provide a fast and simple method of generating
pseudo-random sequences. Although binary LFSRs are most widely used, we here
consider the general case that the alphabet is a finite commutative ring. We assume

that R is a finite commutative ring (with identity denoted by 1).

Definition 1.3.2. [25] A (Fibonacci mode) linear feedback shift register of length
m over R, with coefficients q1,q2, -+ ¢m € R is a sequence generator whose state is
an element

s = (ag,a1, -+ ,ay,_1) € R™,
whose output is out(s) = ag, and whose state change operation T is given by
(ao,ar, -+ s am-1) = (a1, @z, , Gm_1, 221 GiClm i)
A circuit presentation of a Fibonacci LFSR is shown in Figure 1.2.

Definition 1.3.3. [25] A (Galois mode) linear feedback shift register of length m
over R, with coefficients q1,qs2, -+ q¢n € R is a sequence generator whose state is an
element

S = (ho,hl, cee ,hm,1> € Rm,

whose output is out(s) = hgy, and whose state change operation T is given by

(hos hay -+ hm—1) = (a1 + qrho, ha + g2ho, - -+ s hin—1 + Gm—1ho, Gmho)-
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OICIENCEC

2.

Figure 1.2: A Linear Feedback Shift Register of Length m

hua—F) () h () ho

Figure 1.3: Galois LFSR

It is illustrated in Figure 1.3.

Galois LFSRs and Fibonacci LFSRs are equivalent. That is, given identical co-
efficients, they can produce the same sequence. However, the initial states of the
two implementations may be different for the two sequences to be identical. When
implemented in hardware, Galois LFSRs are generally faster than Fibonacci LFSR
because the additions are performed in parallel by separate adders that will result
in a potentially lower clock cycle time. So the Galois form is usually preferred in
applications especially in hardware.

There are many useful results about LFSRs and LFSR sequences [25]:

1. The coefficients ¢, qa, . . ., g can be associated to the connection polynomial

q(z) = -1+ Zqixi € R|z].

=1
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Many properties (such as the period) of the output sequence can be determined

from this polynomial.

2. Any infinite sequence a = (ag,aj,as---) over R may be identified with its
generating function a(x) = Y, a;x*, which is an element of the ring of R[[z]]
of formal power series. It is well known that the sequence a is eventually periodic

if and only if its generating function is equal to a quotient of two polynomials,

o) =120 € Bla)
Now let ¢(x) be any polynomial with constant term -1. Then ¢(z) is the connec-
tion polynomial for a LFSR which generates a and f(x) is uniquely determined
by the initial loading of this LESR. The sequence a is strictly periodic if and
only if deg(f(z)) < deg (q(z)). If the ring R is finite and if ¢, # 0, then every

output sequence is strictly periodic.

3. The output sequence a = (ag, aj,as - --) of an LFSR can be represented as
a; = 27" f(z) (mod g(z)) (mod ),

where a(x) is the generating function, ¢(x) is the connection polynomial and

a(x) = —f(x)/q(z).

4. The number of cells in the shortest LFSR that can generate a is called the linear
complexity or equivalently linear span of a; denoted by A(a). It is an important
measure of the cryptographic security of the sequence. By the Berlekamp-
Massey algorithm, for a given output sequence a, we can reconstruct a gener-
ating LFSR with only 2\(a) consecutive bits of a. So for the sake of security,

we need to use sequences with high linear complexity.

5. A sequence is an m-sequence if it is the output sequence of a LFSR that cycles
through all possible nonzero states before it repeats. Such sequences have many
important statistical properties and have found applications in communications,
coding theory, radar system and CDMA. If the ring R is a field, then a is an
m-sequence if and only if the connection polynomial ¢(z) of its generating LFSR

is a primitive polynomial in R[x].

1.3.2 Feedback with Carry Shift Registers

LFSRs are widely used because they can be easily implemented in hardware but using

LESRs.alone can.not.guarantee good security. So many schemes have been proposed
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to increase the security of LEFSRs. One approach is to combine the outputs of several
parallel LFSRs with a non-linear Boolean function or pass the entire state of a single
LFSR into a non-linear filtering function. The non-linear function used here should
be chosen very carefully according to several criteria in order to avoid correlation
attacks and other cryptanalysis. Another approach is to have the LFSR clocked by
the output of a second LFSR. However, the appearance of algebraic attacks raised a
very challenging problem for stream ciphers based on these LFSR~generators [13,30].
The main idea behind this method is finding and solving a system of multivariate
polynomial equation over a finite field. Generating such a system is usually based
on the linear structure of LFSRs. So one good choice is to substitute LFSRs with
FCSRs.

FCSRs were first described by Goresky and Klapper [22,31]. They are similar
to LFSRs, so they also can be implemented to be very fast, especially in hardware.
The main difference is the fact that the additions are not simple additions but addi-
tions with propagation of carries. Since they were introduced, the properties of the
sequences generated by FCSRs have been well studied from a mathematical point of

view.

Definition 1.3.4. Fiz an integer N > 1. Let S ={0,1,--- ,N—1}. Let q1,q2,"** ,Gm €
S. An N-ary feedback with carry shift register of length m with multipliers or taps
G1,G2, "+, qm 1S a discrete state machine whose state is a collection (ag, a1, -+, Am_1; 2)

where a; € S and z € Z and whose state change operation is described as follows:
o Compute the integer sum
o= Z qiQpm—i + 2.
i=1
e Replace (ag,ay, - ,am-1;2) by (a1,a2, -+ ,am_1,0(mod N);o(divN)).

It is convenient to think of a FCSR as a physical circuit, as in Figure 1.4.
As with LFSRs, there is a Galois form of FCSRs. The state of a Galois FCSR is
(ag,ai, -+, Qm-1;C1, ..., ), where a;, ¢; € S and the change of states can be described

as follows:
e Calculate d,, = ¢, + gmao and 6; =c¢; +a; + gjap for 1 <j < m.

e The new values are

www.manaraa.com



divN modN|
Z Am—1 Qp—2 Tt a1

2

ey

Figure 1.4: A Feedback with Carry Shift Register of Length m

i

(o

Figure 1.5: Galois FCSR

This procedure is illustrated in Figure 1.5

In a Fibonacci FCSR, all the feedback bits influence a single cell while in Galois
mode, a single feedback bit influences all the cells. As noticed, the Fibonacci mode
is not suitable for cryptographic applications because most of the cells of a Fibonacci
FCSR have a linear transition function [18]. As with the Galois LFSR, the addi-
tions are performed in parallel in Galois FCSRs, so Galois FCSRs perform better in
applications.

The most studied stream cipher based on FCSRs is F-FCSR. At the FSE 2005, F.
Arnault and T. P. Berger proposed several stream ciphers based on FCSRs, called F-
FCSR-SF1, F-FCSR-SF8, F-FCSR-DF1 and F-FCSR-DF8 [0]. Later for eSTREAM
project, they submitted two new algorithms called F-FCSR-8 and F-FCSR-H. Af-
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ter three phases of evaluation, the F-FCSR family (F-FCSR-H v2 and F-FCSR-16)
was recommended as one of the eight algorithms selected for ECRYPT eSTREAM
portfolio at the time of April 15, 2008 and it tended to lie in the top half of most
hardware performance classifications. Unfortunately, Hell and Johansson presented
a severe cryptanalytic attack on the F-FCSR stream cipher family, because of which
F-FCSR was removed from the final eSTREAM portfolio [26]. At Indocrypt 2007,
Arnault, Berger, Lauradoux, and Minier presented two new constructions for soft-
ware implementations, called X-FCSR-128 and X-FCSR-256 [1]. The main idea was
to use two optimal 256 bit FCSRs clocked with different directions and a nonlinear
extraction function. The X-FCSR-128 outputs 128 bits at each iteration and runs
at 8.2 cycles/byte. The X-FCSR-256 outputs 256 bits at each iteration and has a
better performance with 6.5 cycles/byte. They are comparable to the fastest known
stream ciphers. The X-FCSR family of stream ciphers was attacked by Stankovski,
Hell and Johansson by a state recovery method [64,65]. They observed that a suffi-
cient amount of consecutive zero feedback bits will eventually make the carry registers
contain only zeros so that FCSRs can be treated as LFSRs. Arnault et al. introduced
a new representation of FCSR, called ring FCSR, that has better diffusion properties
to proffer better resistance to the state recovery attack [5]. Although the F-FCSR
stream cipher is no longer in the final eSSTREAM portfolio, the design and analysis

of stream ciphers based on FCSRs are still interesting problems.

N-adic numbers and FCSR sequences

The analysis of FCSRs is based on N-adic numbers which were discovered by K.

Hensel around 1900. There are several books about p-adic numbers and p-adic anal-

ysis [34,55].
Definition 1.3.5. An N-adic integer is an infinite expression
a=ag+aN+aN*+---,

where ag,ay,--- € {0,1,--- /N — 1}. The set of N-adic integers is denoted by Zy .
The least degree of a nonzero N-adic integer a = .o a; N is the least index i such

that a; # 0.
Ifa=3"3,a;N', b=3735,b:N', we have

a=b<= for all i>0, a;=0.
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Addition in Zy is performed by “carrying” overflows to higher terms, i.e.,

N"+.-+ N* =N forallme N.

-

N

Zy is a ring with additive identity 0 and multiplicative identity 1. It can be seen that
—1=(N-1)+(N—=1)N+ (N —-1)N*+ (N —1)N°> +--- (1.2)

since 1 + (—1) = 0. Calculating the additive inverse can be done as follows. Let
a € Zy have least degree d. That is, a = > ;> a;N* with 1 < aq < N — 1. Then

—a=(N —ade—l—Z —a; —1)N (1.3)

Let a = Z;’;O a;N* € Zy. Then a is invertible in Zy if and only if ag is relatively
prime to NV.

The set of N-adic numbers, denoted by Qp, consists of infinite sums
a=a_ N ™" +a N "+ tag+aN+---

with coefficients 0 < a; < N — 1. It contains Zy as a subring. We have Qy = S~ 'Zx
where S = {N, N? N3 ... }. Notice that if N is a power of a prime number, then Z,
is an integral domain and Q,, is its fraction field. That is, Q, = S™'Z, where S = L,
consists of all nonzero elements. For composite N, the ring Zy has zero divisors and
the ring Qu is not a field.

There are many parallels between LFSR sequences and FCSR sequences [25].

1. The m taps qi,q2, -+, qm of a FCSR of length m define a connection integer
¢=quN™ + @ N '+ 4N - 1.

The period (and many other properties) of the FCSR sequence may be expressed

in terms of number-theoretic properties of this integer.

2. Any infinite sequence a = (ag, aq,---) over Z/(N) can be identified with the
formal power series, a = »_X a;N* which is an element of the ring of Zy.
Sequence a is an eventually periodic N-ary sequence if and only if the associated

N-adic number a is a quotient of two integers,

f

a=*>=€Zp.
q

11
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The denominator ¢ or —gq is the connection integer of a FCSR which generates
the sequence a. The denominator f determine the initial loading of this FCSR.
Assume that ¢ > 0. The sequence a is strictly periodic if and only if —¢ < f < 0.
If a is strictly periodic then for all i,

a; = N"'f (mod ¢) (mod N).

3. As in the case of linear span, the N-adic span is intended to measure how large
an FCSR is required to generate a given eventually periodic sequence a. In the
LFSR case, the linear complexity is the number of cells in the smallest LFSR
that outputs a and coincides with degree of the connection polynomial. But in
the FCSR case, the number of N-ary coefficients in the connection integer only
coincides with the size of the basic register and additional space is required
for the memory. So the N-adic span of an eventually periodic sequence a is
the number of cells in the register plus the number of elements needed for the
memory of an FCSR which outputs the sequence a. The N-adic complexity
is the real number ®y(a) = logy(max(|p|,|q|)) where p/q is the fraction of
sequence a in lowest terms. It has been proved that the difference between
N-adic span and N-adic complexity is bounded by logy (®x(a)) 42 [25]. From

a mathematical viewpoint, it is easier to analyze the N-adic complexity.

The N-adic complexity is a useful measure in the study of the security of pseu-
dorandom sequences for cryptographic application. Based on De Weger and
Mabhler’s rational approximation theory only for N = 2 [11], Goresky and Klap-
per gave an algorithm for the FCSR synthesis problem. This showed that the
number of bits we need to know for finding the smallest FCSR that generates
a given periodic sequence a is highly related to N-adic complexity. We discuss

N-adic complexity and these algorithms in detail in later sections.

4. An [-sequence is a periodic sequence a which is obtained from a FCSR with
connection integer ¢ such that ¢ = p” is a power of an odd prime and the period
of ais ¢(q) (¢ is Euler’s totient function). These sequences have been studied
since the time of Gauss [20]. They have remarkable distribution and correlation

properties which are parallel to those of m-sequences.

1.3.3 Algebraic Feedback Shift Registers and d-FCSRs

A sequence generator based on algebra over complete rings, called an algebraic feed-

back.shift.registerswas proposed as a generalization of LFSR and FCSR [32]. Here

12

www.manaraa.com



are some notions we will use.

Let R be an integral domain and 7 be an element in R. Let S be a complete
set of representatives for the quotient ring R/(7) (This means that the composition
S — R — R/(m) is a one to one correspondence). For any u € R denote its image
in R/(m) by « = u (mod m). Having chosen S, every element a € R has a unique
expression a = ag + b, where ag € S. The element ag is the representative of @ in S,

and a — agq is divisible by 7. We write

ap = a (mod ) and b:a(diVW):a_ao.
m

Definition 1.3.6. Let qo,q1,q2, - , ¢m € R and assume that qq is invertible (mod 7).
An algebraic feedback shift register (or AFSR) over (R, w, S) of length m with mul-

tipliers or taps qi,qa,- -+ ,qm 1S a Sequence generator whose states are elements
s = (ag,ay, -+ ,am-1;2) € S™" X R

consisting of cell contents a; and memory z. The output is out(s)=ay. The state

change operation is described as follows:

1. Compute
o= Z QiQm—; + 2.
i=1
2. Find a,, € S such that —qoa,, = o (mod 7). That is, Gy = —Gy 0

3. Replace (ag, a1, ,am-1) by (a1,a9, -+ ,ay) and replace z by o (divr) = (o +

Qo) /.

The procedure is illustrated in Figure 1.6.

An LFSR over a field K is an AFSR where R = K|x] is the ring of all polynomials
with coefficients in K, 7 = x and S = K is the set of polynomials of degree 0, which
may also be identified with the quotient R/(7) = Klz]/(z).

An FCSR is an AFSR with R=7, 7 = N, and S = {0,1,--- , N — 1}. There are
many other special cases that have been introduced [22,31].

For better understanding the analysis of AFSRs, we first recall the basics of al-
gebra. Let R be a commutative ring which is an integral domain (no zero divisors).
Let F' be its field of fractions. Let m € R be a prime element. The principal ideal
generated by 7 is denoted I = (7). Any such 7 defines a topology on R with respect

to which the operations of addition and multiplication are continuous. The set {(7%)}
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Ap—1 Ap—2 ai ap
O
modm
divr

Figure 1.6: An algebraic feedback shift register of length m

forms a basic set of neighborhoods of zero. This topology is known as the m—adic
topology on R and extends to F' with the same basic set of neighborhoods of zero.

A completion of the m-adic topology on R is a topological ring R containing R
that is complete (every Cauchy sequence converges) and is a minimal completion
containing R. The same notion of completion applies to F'.

The set of power series
[o.¢]

Zaﬂri, a; € R (1.4)

i=0
is a completion of R with the m-adic topology if N, (7)™ = (0) (we assume this always
holds in the following pages). Two such power series Y .o a;m* and > .~ b’ are

identified if for every n,

i
L

(a; — b)) € (7)"

o

Addition and multiplication can be defined naturally. The resulting ring is called the
completion of R or the set of m-adic integers and is denoted by R,. If 7 is irreducible
then the ring R, has a unique prime ideal f, the set of such power series with ag = 0.
We have (1) =INR.

Let S be a complete set of representatives for R modulo 7. It can be shown that
every element of R, can be written uniquely in the form of equation (1.4) with every
a; in S. This means that an element of R, can be expressed as a sequence of elements
of S.

Consider the AFSR over (R, 7, S) with m multipliers qo, ¢1, - , ¢ and the initial
state (ag, a1, - ,am; z). As with LEFSRs and FCSRs, define the connection element as

q=qo+qm+ -+ q,m" € R;. The associated m-adic number integer can expressed
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in a rational form shown in Theorem 1.3.1.

Theorem 1.3.1. (Fundamental Theorem on AFSRs [77]) Let the output sequence
a = ag,ay,... of an AFSR with connection element q and initial state (ag,a,-- -,

am—1; 2) have associated m-adic integer a =Y ;o a;w". Then

m—1 n n m
_ Zn:[) Zi:() qiQp—;T° — ZT Uu

a = — € R,. (1.5)
q q
The expression u/q is called a rational expression of a.
For more results about AFSRs, please refer to [25] (Chapter 5). Here we are

more interested in a special case of AFSRs called d-FCSRs which was first introduced

in [31] and described and analyzed in [22-24].

Definition 1.3.7. Let N > 2 and d > 1 be integers such that the polynomial 2% — N
1s irreducible over the rational number field Q and m € C is a root of this polynomial
in an extension field of Q. A d-FCSR is an AFSR over (R = Z[n],w,S), where
Z[r] is the set of polynomials in ™ modulo x@ — N with integer coefficients and S =
{0,1,2,--- /N —1}.

A binary d-FCSR is a special case of d-FCSR with N = 2. For an intuitive
understanding of the procedure d-FCSR, we look at such binary d-FCSRs in detail.
Now, 7@ = 2, R = Z[x], and S = {0,1}. Any z € Z[r] may be uniquely expressed
as a polynomial z = 2y + 217 + -+ + 2417 ! with 2; € Z by making use of the
equation 7 = 27Y whenever higher powers of 7 are encountered. Using the binary
expansion of each z;, any element z € Z[r] with all z; > 0 can be uniquely expressed

as a polynomial
e
z = E zi’
i=0

with coefficients 2] € {0,1} and e > 0. Addition and multiplication are performed as

for integers, except that carried bits are advanced d steps because
1+1=2=0+0r+07"+--- + 07" 4 17%

The operations (mod 7) and (div 7) are defined as z (mod 7) = 2y (mod 2) € Fy and
z(divm) =z + -+ gL

The circuit of a binary d-FCSR with d = 2 is illustrated in Figure 1.7.
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Figure 1.7: A binary d-FCSR with d = 2

1.4 Register Synthesis Problem

Given a short prefix of a sequence, it is undesirable to have an efficient algorithm
that can synthesize a generator which can generate the whole sequence. Otherwise, a
cryptanalytic attack can be launched against the system based on that given sequence.
So finding such synthesis algorithm is an interesting problem in cryptanalysis. For a
class of generators F and a sequence a, a register synthesis algorithm is an algorithm
that finds the smallest size generator in F that outputs sequence a given only a
prefix of a. We consider sequence generator classes F to be the set of LFSRs over a
particular ring R, the set of FCSRs for a particular N, or the set of AFSRs over a
particular integral domain.

For the class of LESRs over a particular ring R, the size of an LFSR is measured
by the number of cells used to represent the states. Given a sequence a, the size of
the smallest LFSR that can generate a is defined as the linear complexity (or linear
span) of a, denoted by A(a). The most famous LFSR synthesis algorithm, Berlekamp-
Massey algorithm, can find the smallest LFSR that generates a given sequence a with
only 2\(a) consecutive bits of a [11]. The LFSR synthesis problem can also be solved
by constructing a system of linear equations, by the extended Euclidean algorithm,
or by the continued fraction algorithm [52,53]. On the one hand, these algorithms
provide a way to predict the whole sequence by using part of the information. On the
other hand, they illustrate that linear complexity is an important security measure
for pseudorandom sequences design. So in Chapter 2, we investigate lower bounds of

the linear complexity of different kinds of pseudorandom sequences.
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FCSRs share many good algebraic properties with LFSRs. Klapper and Goresky
gave an lattice approximation approach to the FCSR synthesis problem [30] in terms
of integer approximation lattice that was proposed by Mahler [13] and de Weger
[14]. In the case of binary FCSRs, the algorithm can construct the smallest FCSR
which generates the sequence a, and it does so using only a knowledge of the first
2X2(a)+[2logy(A2(a))]+2 bits of a, where A\y(a) is the 2-adic complexity of a [25]. For
arbitrary N, Arnault, Berger, and Necer proposed an algorithm based on the extended
Euclidean algorithm [7]. The register synthesis problem for FCSRs was also solved
by Xu’s algorithm which is a modified version of Berlekamp-Massey algorithm [33].

As an extension of single sequences, multi-sequences have been introduced for
applications of word-oriented stream ciphers. For positive integers M and N, an

M-fold N-ary multi-sequence is denoted by
S=(S®, s, .. s*M-1)

which consists of M parallel streams of N-ary sequences S = (s(()h), s(lh), séh), .. .),

where sgh) €{0,1,...,N—1}fori e Nand h=0,1,..., M —1. We say S is eventually
periodic if S, h =0,1,..., M — 1, are all eventually periodic sequences.

The register synthesis problem for single sequences can be extended to multi-
sequences. That is, given a prefix of each sequence S™, find a common generator
of the smallest size that can generate all M sequences S(® S . SM-1 (with a
different initial state for each sequence). The LFSR synthesis problem for multi-
sequences has been solved by Feng and Tzeng’s generalized Euclidean algorithm [16],
by a modification of the fundamental iterative algorithm [60], by the Sakata algorithm
using Grobner basis theory [59] and by an F[z]-lattice basis reduction algorithm [70].
However, multi-sequence synthesis with FCSRs is more complicated than with LESRs.
To the best of our knowledge, there are no FCSR synthesis algorithms for multi-
sequences in the literature. Thus the main contributions of Chapter 3 is to adapt an
interleaving technique to develop two algorithms to solve the FCSR synthesis problem
for M-fold N-ary multi-sequences under the restriction that ™ — N is irreducible
over the rational field Q for M > 2 and N > 2.

AFSRs are generalizations of LFSRs and FCSRs. An AFSR based on a chosen
R, m and S can produce sequences whose elements can be thought of as elements
of the quotient ring R/(7m). As a modification of the Berlekamp-Massey algorithm,
Xu'’s algorithm can solve the synthesis problem for many AFSRs over the pair (R, )
that has certain algebraic properties [33]. In Chapter 4, we propose two register

synthesis-algorithms.for AFSRs. The first one can be seen as an extension of lattice
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approximation approach but based on lattice basis reduction. For AFSRs over (R, ),
where R = Z[r] with 72> = D € Z, the algorithm can find the smallest AFSR
that generates the sequence a given at least 2¢r(a) + 2 + [log|p|(4D* + 2|1 + DI)]
terms of sequence a, where p.(a) is the m-adic complexity of a. It has quadratic
time complexity. The second algorithm applies the extended Euclidean algorithm
on a norm-Euclidean imaginary quadratic field to find a smallest AFSR for a given
sequence a. It is more efficient than the lattice rational approximation algorithm in
that only 2¢,(a) + 1 terms of sequence a are needed. ¢,(a) is a complexity measure
that reflects the size of AFSRs.

1.5 Lattices and basis reduction

An integer lattice L of rank d is a discrete additive subgroup of R™ of the form
d
L(by,by, -+ ,by) := Y biZ,
i=1

where by, by, ..., by € R™ are linearly independent vectors over R [15]. We call
(by1,bs,...,by) a basis of lattice L. Usually, the basis of a lattice is not unique.
When d = n, we call L a full lattice. We always suppose the lattice we discuss is full.
For arbitrary vectors by, by, ..., bs € R? let

span(by, by, -+, by) = sz’R

be the space spanned by by, b, ..., by.
Let {-,-) be the inner product of R?. That is, for two vectors u = (uy, us, . .., uq) €

R? and v = (v1, vy, ...,v4) € RY,

d
(u,v) = Z ;.
i=1

Let || - || and || - ||o be the Euclidean norm and the sup (or L.,) norm on lattices

respectively. So for any vector u = (uy, us, ..., uy) € R we have

hufl = viww) = \fud a3+,

and

||u||oo = maX(|U0|, |u1|7 RS |ud|>

The notation [by, ba, ..., bgl< means ||by| < ||be|| < --- < ||bg| which is to say
the b;s are ordered. The Gram matrix, denoted by G(by,bs,...,by), is a d x d

symmetric.matrix.with entries given by G;; = (b;, bj).
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Definition 1.5.1. [7/5] The determinant, det(L), of lattice L(by,ba, -+ by) is de-
fined by
det(L) = det(G(by, by, ..., by))2

When L is a full lattice, we have det(L) is the determinant of the matriz whose rows
are the b;.

Proposition 1.5.1. [15] The determinant of a lattice is independent of the choice
of basis by, by, ... b; € R

Definition 1.5.2. [/5]/ (Successive Minima (;,(,...,(y) For every lattice L €

R? of rank d the successive minima 1, (o, ..., Cq are defined as:

3 linearly independent
G=¢G(L):=ming r > 0| ¢1,¢9,...,¢; € L with , fori=1,2,...,d.
il <7 forj=1,2...,i
The successive minima depend on the underlying norm. The first successive min-

imum with respect to the Euclidean norm is
C1(L) = min(|[b[| : b € L\{0}).
The first successive minimum with respect to the sup norm is

C1oo(L) = min([[bl|s : b € L\{0}).

The definition of successive minima is due to H. Minkowski [48]. The values of
successive minima remain unchanged under isometric transformations of the lattice
[15], so they are geometric lattice invariants. According to Proposition 1.5.1, the
determinant of a lattice is also a geometric lattice invariant. However, the value

(1.00(L) is not a geometric invariant but with a bound [18],
Gl L) < (det(L))1/2

Suppose we have two vectors @ and 1, where @t = (1, Uy, . .., 0g) € R? has the
smallest Euclidean norm in L and @ = (44, 4y, ..., 1) € R? has the smallest sup
norm. That is, |[Q]| = (1(L) and ||| = (1,00(L). Normally, @ and @ are not the

same vectors, but they are related by the inequalities

]l = max(ltn],. .., |udl)
< Vla + -+ faal? = 1|
< Jlaf] = Vi@ + o2 + - - + Jial?
< Vd-max(|uy |2, a2, ..., [Gg]?)
< V[l (1.6)
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and

lall = V0l + [aof? + - - + ]
Jd - max([in |2 [aa]?, - - - |ial?)

< VIl < Vdlall (L.7)

IN

Given a basis of a lattice L, finding a vector of the smallest norm (the shortest vec-
tor problem or SVP) is a computationally hard problem in lattice theory. Although
the SVP has been proved to be NP-hard if the dimension is unrestricted [2], there
are some efficient algorithms based on lattice basis reduction that can solve the SVP
under certain conditions. Loosely speaking, the lattice reduction problem is: given
an arbitrary lattice basis, obtain a basis of shortest possible vectors which are mu-
tually orthogonal. Finding a good reduced basis has many important applications in
mathematics, computer science, and cryptography. They were used to break Merkle-
Hellman public key cryptosystem based on the knapsack problem [16] or based on
rational numbers [66], Blum’s protocol for exchanging secrets [19], truncated linear
congruential generators [19], RSA with exponent 3 [10,258], and NTRU (a lattice-based
cryptosystem proposed by Hoffstein, Pisher, and Silverman) [11]. Nguyen and Stern
surveyed the applications of lattices to cryptology and explained the developments
of lattice reduction both in cryptography and cryptanalysis [51]. There are many
different kinds of lattice reduction, such as Hermite [27], Minkowski [1&], Venkov [58],
Hermite-Korkine-Zolotarev(HKZ) [35], and Lenstra-Lenstra-Lovasz (LLL) [37]. For
two dimensional lattices, Gauss’s basis reduction algorithm, which is a generalization
of the Euclidean algorithm, can be used. For higher dimensions, the lattice reduction
problem is more complicated..

In this work we utilize two algorithms, the lattice reduction greedy algorithm [50]
and the LLL Algorithm [37]. The lattice reduction greedy algorithm is a generalization
of the Lagrange’s algorithm on arbitrary dimensions. Up to dimension four, it can
compute a Minkowski reduced basis, which includes the shortest vector as its first
vector, in quadratic time. But it becomes extremely complicated as the dimension
increases and may not output a basis that is Minkowski reduced. The LLL algorithm
can find a LLL reduced basis in polynomial time. It is an approximation algorithm
for the Shortest Vector Problem.

1.5.1 The LLL lattice basis reduction
Definition 1.5.3. Given d linearly independent vectors by, bs, ..., by € RY, the
Gram=Schmidt-orthogonalization of by, bs,... by s b, b5, ... b}. The b}s, 1 =
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1,2,...,d are defined by
i—1
b; =b; — Z/M‘,jb;,
j=1

<bi,b;>

where Hl,j = b b
37

Definition 1.5.4. A basis [by,bs, ..., bg|< is called LLL reduced with parameter o
(or a §-LLL reduced basis), 1/4 < 6 < 1, when:

1o |pigl <1/2, for1 <j<i<d;
2.0 ||bf—1||2 < ||b;k||2 +M?—1,i||bf—1||2 forz': 2737---7d-

The first property is a criterion for being length reduced. The parameter o de-
scribes how well reduced the basis is. A larger value for § implies a more strongly
reduced basis [15]. The LLL reduction was originally defined by A.K. Lenstra, H.W.
Lenstra and L. Lovész with 6 = 3/4 [37]. The LLL algorithm, given in Figure 1.8,
takes an arbitrary basis of L as inputs and outputs a J-LLL reduced basis with poly-
nomial time complexity. Given a d-dimensional integer lattice basis with vectors of
Euclidean norm less than B in a d-dimensional space, the LLL algorithm outputs
a §-LLL reduced basis in O(d*log B - M(dlog B)) bit operations, where M(dlog B)

denote the time required to multiply dlog B-bit integers [19]. The first vector of the
output of the LLL algorithm, say by, has the property that ||[b,|| < (ﬁ)(d_l)/QCI(L).

This means that b; can be used to approximate the smallest nonzero vector in the

lattice.

1.5.2 Low-dimensional lattice basis reduction

Definition 1.5.5. [70] (Minkowski reduction) A basis [by, ba, ..., bgl< of a lat-
tice L 1s Minkowski-reduced if for all 1 < i < d, b; has minimal norm among all

lattice vectors b; such that [by, b, ... b;]< can be extended to a basis of L.

Notice that the first vector in a Minkowski-reduced basis is the shortest nonzero
vector in lattice L. It has been proved that the shortest vector problem (SVP) is
NP-hard if the dimension is unrestricted [2]. Nguyen and Stehlé [50] proposed a
greedy algorithm that generalizes Lagrange’s algorithm for lattice reduction to arbi-
trary dimension. They showed that up to dimension four, their algorithm computes
a Minkowski-reduced basis in quadratic time without fast arithmetic but as the di-
mension increases, the analysis becomes more complex. Figure 1.9 is an iterative

description of Nguyen and Stehl’s greedy algorithm [50].
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1: procedure LLL(by,bs, ..., by)
2: Input: A basis by, b, ..., b, of lattice L.
3: Output: A §-LLL reduced basis of L(by,bs, ..., by).

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

5
6:
T
8
9

/* Compute the Gram-Schmidt orthonormalization bj, b, ... b}.*/
for i =1 tod do
bf :=b,
for j =1toi-1do
__ <b;b’>
i = e
b! :=b, — ,um-b;-
end for
end for
/* Reduction step */
k=2 /* k is the stage */
while £k < d do
for j:=k—1to M do
by := by, — |k ;| b; where |-] is rounding to the nearest integer.
Update the Gram-Schmidt orthogonalization accordingly.
end for
i 0 - [[bj_y[2 > 1712 + 2, _[Ij | then
by_1 <> by i.e. exchange by_; and by,
Update the Gram-Schmidt orthogonalization accordingly.
k= max(k — 1,2)
else
k:=k+1
end if
end while

27: end procedure

Figure 1.8: The LLL Algorithm

Theorem 1.5.1. [50] Let d < 4. Given as input an ordered basis [by,ba, ... bgl<
and its Gram matrix, the greedy algorithm of Figure 1.9 outputs a Minkowski-reduced
basis of L(b1,ba, ..., by), with bit complezity in O(log ||bgl|-[1+1og |[bal| —log (i (L)]),

where the O() constant is independent of the lattice. Moreover, in dimension five, the

output basis may not be Minkowski-reduced.

We use the greedy algorithm in four dimensions, i.e., d = 4, to find the shortest

vector in L in our Rational Approximation algorithm. More exactly, the closest vector

in step 6 of GREEDYLATTICEREDUCTION can be found as follows.

1. Let h = Z?:ll y;b; be the orthogonal projection of b,, on span(by,bs,...,
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1: procedure GREEDYLATTICEREDUCTION(by, by, . . ., by)

2: Input: A basis [by, ba, ..., bg|< with its Gram matrix

3: Output: An ordered basis of L(by,bs, ..., by) with its Gram matrix
4: m =2

5: while m < d do
6: Compute a vector ¢ € L(by,ba, ..., b,,_1) closest to by,
7: end while
8: b,, := b,, — ¢ and update the Gram matrix
9: if ||by| > [[bm_1]|| then
10: m:=m-+1
11: else
12: insert by, between b,,,,_; and by, such that ||b,,_1| < |[bm| < ||bL,|-
13: update the Gram matrix and set m :=m’ + 1.
14: end if

15: end procedure

Figure 1.9: The lattice reduction greedy algorithm

b,,—1). Then
N (b1, b
Gbba,.. b)) | 7| = <b2’zbm>
ym:—l <bk—1.; byn)

2. Let c be the closest vector to hin L(by, bs, ..., b,,_1). Then h—c € Vor(by, b, ...,
by,—1), where Vor(by, by, ... by_1) = {x | [[x—v| > [|x||, Vv € L(by,ba,...,bp_1)}
is the Voronoi cell. With Theorem 1.5.2, ¢ can be found by a suitable exhaustive

search when j < 4.
Theorem 1.5.2. [70]

1. Let [by,bo)< be a Minkowski-reduced basis and u € Vor(by,bs). Write u =
by +ybs. Then |x| < 3/4 and |y| < 2/3.

2. Let [by,ba,bs]l< be a Minkowski-reduced basis and u € Vor(by, be, bs). Write
u = zby + yby + zbs. Then |x| < 3/4, |y| <2/3 and |z| < 1.

Copyright ©) Weihua Liu 2016
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2 LFSR synthesis and linear complexity

2.1 Previous works on LFSR synthesis algorithms

Linear complexity is an important security measure of pseudorandom sequences. We
consider the register synthesis problem for LFSRs over a field F. Recall the properties
of LFSRs sequence in Section 1.3.1. Let

be the generating function associated with sequence a. Suppose eventually periodic
sequence a can be generated by an LFSR with connection polynomial ¢(z). Then

there is a polynomial f(z) in Flz| so that a(z) = f(x)/q(z). Equivalently,

q(z)a(r) = f(z). (2.1)

The size of the LFSR [25] is defined as

®(f,9) = max(deg(f(x)) + 1, deg(q(x)))-

Thus the linear complexity A(a) is the minimum over all f, g with a(x) = f(z)/g(z)
of ®(f,g). In other words, A(a) is the size of the smallest LESR that can generate
the sequence a. Notice that if F is a finite field, then deg(f(x)) < deg(q(z)) because
sequence a is strictly periodic. In this case, A(a) = deg(g(x)), where ¢(z) is the
connection polynomial of the smallest LF'SR that generates sequence a.

The LFSR synthesis problem can be rephrased as follows:
e Given a prefix ag,aq,--- ,a,_1 of a.

e Find a pair (f, g) that minimizes ®(f, g) among all polynomials f, g that satisfy
equation (2.1).

The most famous synthesis algorithm for LFSRs is Berlekamp-Massey algorithm
which is given in Figure 2.1.
We say a pair (f(z),q(z)) of polynomials form a degree i approzimation to a(x),
if
a(z)a(z) = f(z) (mod o).

A natural number ¢ is a turning point if
O(fit1, qir1) > P(fir @)
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1: procedure B-M(ag, -+, a,_1)

2 if all a; = 0 then

3 return (0,1)

4 else

5 ale) =Y

6: Let m be minimal with a,, # 0

7 fm(x) =0

8 gm(x) =1

9 fmt1(z) = apa™
10: Gm1(T) = { } T :afls? >0
11: C = Qy
12: fori=m+1ton—1do
13: Let a(z)q;(z) — fi(x) = bz’ (mod )"
14: if b =0 then

15: fira(z) = fi(z)

16: Gi+1(z) = qi(x)

17: else

15 fira(r) = fi() = (/)" fu(2)
19: Gir1(z) = gi(x) — (b/c)z" " g ()
20: if q)( i+1, Qi—i-l) > cI)(quz) then
21: m=1
22: c=b
23: end if
24: end if
25: t=1+1
26: end for
27: return (f,, q,)
28: end if

29: end procedure

Figure 2.1: The Berlekamp-Massey algorithm

25

www.manharaa.com




Theorem 2.1.1. [25] Let a = ag,aq,--- and let a(x) € F|[x]] be its generating
function. Let (f;,q;) be the values computed at stage i > 1 in the Berlekamp-Massey
algorithm. Then (f;,q;) is a degree i approzimation to a(x). Suppose (f,q) is another

degree i approzimation to a(x). Then

O(fi,q) < ®(f,q)

If ©(fi,q:) = ®(f,q) and if i is a turning point, then f;/q; = f/q. If i > 2X(a),
then ®(fi,q;)) = Na) and fi(x)/qi(x) = a(z).

Theorem 2.1.1 says that at each stage the Berlekamp-Massey algorithm generates
a $-minimizing approximation. If ¢ is a turning point then there is a unique such
approximation. If ¢ > 2X(a) then this approximation is exact: it generates the
whole sequence a. The overall time complexity of the Berlekamp-Massey algorithm
is O(n?) where n is the number of known symbols of the sequence. Furthermore, the
algorithm is adaptive: each time a new bit is determined, it can be used to update

the determined LFSR in linear worst case time [25].

2.2 Linear complexity of FCSR sequences

Linear complexity has been extensively studied [52,56]. The linear complexity test
has been selected by NIST (National Institute of Standards and Technology) as one
of the randomness tests in the statistical test suite for random and pseudorandom
number generators for cryptographic applications [57]. One of the important tools to
study linear complexity is the characteristic polynomial.

Let F denote a field and F, denote the finite field or Galois field with ¢ elements.
It is known that ¢ must be a prime or a power of a prime. Suppose ¢ = p® where
p is a prime and e > 1. Then p is the characteristic of the field F,. Let Z/(n)
be the quotient ring of integers modulo n. When ¢ is not a prime, Z/(¢) and F,
are different. We denote by Z/(n)* the multiplicative group of nonzero elements of
Z/(n), which consists of all the invertible elements in Z/(n). It has been proved that
Fx, the multiplicative group of F,, is a cyclic group (a group that can be generated

by one element). A generator of F¢ is called a primitive element of F,.

Definition 2.2.1. [2)] Let a = ag, a1, as,- - be an arbitrary sequence of elements of
the field F. We say a satisfies a linear recurrence of order m if there exist coefficients
Q0,415 - - - q@m € F with qo # 0 such that

GoGigtaGatis 1 + - + qm@i—m = 0for t =m,m+1,m+2,.--.
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The polynomial
() = g™ + @™+ + 1T + g € Fl2]

is called a characteristic polynomial of sequence a. The polynomial ¢*(x) is also called

the reciprocal polynomial of q(x) = qo + 1z + - - - + g™ € Flx].

Suppose that an LFSR with coefficients ¢1, o, - - , ¢ generates the eventually
periodic sequence a. That is, the connection polynomial of the LFSR is ¢(z) =
—1+ ", gz, Then the reciprocal polynomial of ¢(z), ¢*(z) = —a™ + qa™ ' +

oo+ @m_1T + ¢m, is a characteristic polynomial of a.

Theorem 2.2.1. [79] Let a = ag,ay,a9,-- satisfies the linear recurrence. Then

there exists a unique monic polynomial m(z) € F,[x] having the following properties:
e m(z) is a characteristic polynomial of a;

e o monic polynomial f(z) € F,[x] of positive degree is a characteristic polynomial
of a if and only if m(x) divides f(x).

The polynomial m(z) is called the minimal polynomial of the sequence.

In fact, m(z) is the characteristic polynomial of sequence a that has the least

possible degree. It can be shown that A(a) = deg(m(z)).

Definition 2.2.2. [79] Let f(x) € F,[x] be a nonzero polynomial. If f(0) # 0, then
the least positive integer e for which f(z) divides ¢ — 1 is called the order of f(x)
and is denoted by ord(f(z)).

Theorem 2.2.2. [370] Suppose a = ag,ay,--- satisfies the linear recurrence with

minimal polynomial m(z) € F,[xz]. Then the least period of the sequence is equal to

ord(m(z)).

There is more discussion about characteristic polynomials and minimal polyno-
mials [39,52,53].

In 1999, Seo, etc. proved a lower bound on the linear complexity of binary FCSRs
with special connection integers using cyclotomic polynomials [01]. Qi and Xu ex-
tended the results to binary I-sequences (defined in Section 1.3.2) [51]. In the following
parts of this section, we discuss the lower bounds defined for the linear complexities

of FCSRs with more general settings.
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2.2.1 Cyclotomic Polynomials

Before introducing the main results about the linear complexity, we summarize some
known results related to cyclotomic polynomials that are important tools needed
later. These results can be found in most books about number theory and finite
fields [39,40].

For every integer n > 1, Euler’s function, ¢(n), is defined to be the number of

integers a such that ged(a,n) = 1, where 0 < a < n. It satisfies the following:
1. For any prime p and positive integer k, ¢(p¥) = p*~1(p — 1).
2. If m,n > 1 and ged(m,n) = 1, then ¢(mn) = ¢(m)o(n).

For any integers n and a > 0 with ged(a,n) = 1, the order of @ modulo n, denoted

by ord,a, is defined to be the least positive integer d such that a? = 1(mod n).
Theorem 2.2.3. If ord,a = d and a™ = 1(mod n) for some m > 0, then d|m.
Theorem 2.2.4. For any n > 1 and ged(a,n) =1, we have

a®™ =1 (mod n).

From the two theorems above, we can conclude that ord,a|p(n) for any n > 1 if
ged(a,n) = 1. If ord,a = ¢(n), then a is called a primitive root modulo n. Here are

two theorems that are used a lot for computing the order of integers.

Theorem 2.2.5. Let the prime factorization of the integer n be pi'p3*---pir. If
orda = d; fori=1,2,---k, then ord,a = lem(dy, dy, - -+, dy).

Theorem 2.2.6. Let p be a prime. Then ordy+ia = ordya or ordy+ia =p-ordya
for 3 > 2.

Definition 2.2.3. [79] A polynomial f(x) € F,[x] is irreducible over F, if f(x) has
positive degree and f(z)=g(z)h(x) with g(z), h(x) € F,[x] implies that either g(x) or

h(z) is a constant polynomial.

If K is a subfield of I, then the polynomial ¢ —x in K[z| factors in F,[z] and F,
is a splitting field of 29 — x over K. Let n be a positive integer. The splitting field of
x™ — 1 over a field K is called the nth cyclotomic field over K and the roots of ™ — 1
in it are called the nth roots of unity over K. If K has characteristic p and n is not
divisible by p, then all the nth roots of unity over K form a cyclic group. A generator
of the cyclic group is called a primitive nth root of unity over K. In fact, let £ be
a primitive nth root of unity over K. There are exactly ¢(n) different primitive nth

rootssof nityover i given by £° where 1 < s < n and ged(s,n) = 1.
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Definition 2.2.4. [/0] Let K be a field of characteristic p. Let n be a positive
integer not divisible by p, and let & be a primitive nth root of unity over K, then the

polynomial

s€(Z/(n))*

1s called the nth cyclotomic polynomial over K.

Proposition 2.2.1. [/0] Let K be a field of characteristic p with q elements. Let n

a positive integer not divisible by p. Then

2" —1 =[] Palx),

dn

(n)/d
D(a) = [] tilw).
i=1
where t;(x) is an irreducible polynomial of degree d, and d = ord,q.

2.2.2 Complementary properties and special cases

Theorem 2.2.7. [71] An N-ary FCSR sequence with connection integer q is eventu-
ally periodic with period dividing the order of N modulo q. If q is the least connection
integer, then the period equals the order of N modulo q.

Lemma 2.2.1. Let ¢ = p® where p is an odd prime and e > 1. If v € Z/(q)* has
even order T modulo q, then ged(v7/? —1,q) = 1.

Proof: We have ¢(q) = p*}(p — 1), so T|p*}(p — 1). Suppose T" = p°t, where
0<s<e—1andtlp—1 We claim that ord,y = t.
If the order of v modulo p is w, then w|p — 1. So w fp. We have

7" =1 (mod p), so 7* =1 (mod p).

According to Theorem 2.2.3, w|T'. This implies that w|t. We have

w —

7’ =1 (mod p), so 7 =kp+1 forsomek.

We have

7" = (kp+1)” =1 (mod p°).
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So T'|wp® which means that ¢|w. Thus, ¢ = w. We have
FT2 = P2 = 412 £ 1 (mod p).

ged(77/2 = 1,p) = 1, s0 ged(77/2 — 1,¢) = 1 O

Lemma 2.2.2. Let ¢ = p1ps-- - pg, where p;’s (1 < i < k) are distinct odd primes.
Let v € Z/(q)™ and let the order of v modulo p; be T; for 1 < i < k. Suppose § =
ged(Ty, Ty, . .., Ty) is an even number and T) = T;/6 is odd. Then ged(y7/?—1,q) =1,
where T' = ord,y.

Proof:
T =lem(Ty, Ty, ..., Ty) = T{Ty ... T}0.
For every 7, we have
VT2 = A TlLA T2 £ 1 (mod py),

so p; J(71/* —1). Further, ged(vy7/? — 1,¢) = 1. .

Lemma 2.2.3. Let ¢ = q1q2...q, where q¢; = p;' such that p;’s are distinct odd
primes and e; > 1 (1 < i < k). Let v € Z/(q)* and ordy,y = T; for 1 < i < k.
Suppose 6 = ged(Th, Ts, ..., Ty) is an even number and T] = T;/6 is odd. Then
ged(77/? —1,q) = 1, where T is the order of v modulo q.

Proof: As shown in Lemma 2.2.1, ged(7%/? — 1,¢) = 1 and the order of v modulo
pi is t; where T; = pit; with s; < e; and ¢;|p — 1.
For 1 <i <k, we have

VT2 = ATl T2 = e Tz T5/2 £ 1 (mod py).
So ged(y1/2 —1,q) = 1.

a

Theorem 2.2.8. Let q be the connection integer of an N-ary FCSR. Suppose y = N1
(mod q). Then~y € Z/(q)*. Let q and v have the properties in Lemma 2.2.1, Lemma
2.2.2 or Lemma 2.2.53. If it is the smallest FCSR to generate the strictly periodic

sequence a = (ag, ay,asy ... ), then
a; + ai+T/2 = N-1=-1 (mod N),

deof sequence a.
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Proof: Suppose a is associated with N-adic number a with the rational expression
a = —h/q. Then
a; =7 'h (mod q) (mod N).

Let f; = +'h(mod q). So

fi+ fivre = vh+~HT2h
= 7'h(1+4"7?)
1-— 7T

According to Theorem 2.2.7, T' = ord,N. It is also true that ord,y = T because v =

N~ (mod ¢). According to Lemma 2.2.1, Lemma 2.2.2 and Lemma 2.2.3, ged(y7/% —
1,q) = 1. So fi + fizr/2 = 0(mod q).
Foreveryi20,0<fi§q—1 and0<fi+T/2 Sq—l So fi+fi+T/2:q
a; + iy = fi+ fz‘_|_T/2 (mod N)

= ¢ (mod N)

= ¢o (mod N)

= —1 (mod N)

O

Theorem 2.2.8 means that the FCSR sequence a = (ag, a1, as . .. ) described above

satisfies a linear recurrence of order T'/2 + 1, because
a; — Qip1 + Qipr/2 — Giyrja+1 = 0 holds for all @ > 0.
A characteristic polynomial of sequence a is
fl@)=—1+az—aT/2 4 72
So the linear complexity of a is less than or equal to T/2 + 1.

Case 1: 2-adic FCSRs with connection integer ¢ = pip

Let N = 2, and connection integer ¢ = p1p, where p; and py are distinct odd primes

and 2 is primitive module p;. Suppose p; is of the form 2r; + 1, where r; is an odd

prime. We have

i =ord,2=p;, —1=2r;, fori=1,2,
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and
T =ord,2=(p1 —1)(p2 —1)/2 = 2rrs.

A characteristic polynomial is f(z) = (z — 1)(2™" — 1). 2 frira, so

fx) = (=1 =1) = (@-1) [] Pal)

dlrire

= (LE - 1)(56 - 1)CI)7”1 ($)q)T2 ('T)(I)Tﬂ’z(x)

Let ¢(z) be the minimal polynomial of a sequence generated by the 2-adic FCSRs
with connection integer ¢q. Then ¢(z)|f(x) and ord(q(x)) = T = 2rire. So g(x) can

only have the following forms:
L. q(z) = (z — 1)’q(z)g2(z) where gi(z) # 1, q1(2)|Pr, () and g2 ()| Pry (2).
2. q(r) = (v—1)%qs(w)qa(w) where qu(z) # 1, qu(2)| Py, (7) and g3(2)| @y, () Py, ().

If ord,,2 = m;, then ord,,,,2 = lem(my, msy) because of Theorem 2.2.5.

According to Proposition 2.2.1, @, (x) factors into irreducible polynomials of de-
gree my. Similarly, ®,,(z) factorized into irreducible polynomials of degree my and
®,,,, () factorized into irreducible polynomials of degree lem(my, ms). So deg(q(z)) >
min(2 + my + mg, 2 + lem(my, ms)). The linear complexity of a generated by such

FCSR is greater than or equal to min(2 4+ my + ma, 2 + lem(my, ms)).

Case 2: N-adic [-sequence, where N is an odd prime

Because N is an odd prime, Z/(N) is a field with characteristic N. An [-sequence
has a connection integer ¢ = p® where p is an odd prime and 7" = ord,N = ¢(q) =
p~H(p — 1). Additionally,

q=—1 (mod N).

These conditions satisfy Lemma 2.2.1. One characteristic polynomial is
fla) = (@ = D@02 - 1),
Let p = 2r + 1, where r is prime. We know that N # r, otherwise

¢g=p°=(2N+1)°# —1 (mod N).
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So N fp¢~lr and N J2p°~'r. From Theorem 2.2.1, we have

(. — (=" " +1)
2pe~lr 1
= (v — 1)93

xpe—lT _ 1
Hd|2pe_1r (I)d(x)

SRS PR Y

= (2 — 1)Po(2)Pop(x)Pop2(x) - - - Pope—1(x) Por () Prp () Poyp2 () - - - Poppe—1 ().

Suppose ¢(x) is the minimal polynomial. Then there are only two cases that can

happen for ¢(z), otherwise the period T' cannot reach 2p®~'r.

1. There exist two irreducible polynomials ¢, () and ¢o(x) such that ¢; (z)g2(x)|q(x).
They satisty ¢1(x)|®Pope—1(x) and go(x)|Poppi (z) for some 1 < j <e—1

2. There exists an irreducible polynomial gs(x) such that ¢3(z)|q(z) and g3(z)|Pope-1 ().
According to Theorem 2.2.5 and Theorem 2.2.6, we have
ordyye-1 N = p“2(p — 1),

because ordye-1N = p*%(p — 1) and ordsN = 1. Similarly, for every 1 < j < e, we

have
ordy, N =p' ' (p —1).
Let ord, N = m. Then
ordy,y = lem(m,p’ ' (p — 1)) for any 1 < j <e.
Based on the properties of cyclotomic polynomials, we have
deg(qi()) = ordye1 N = p“*(p — 1),
deg(g2()) > ordg,, N = lem(m,p’'(p—1)),1 < j <e,

and
deg(qs(2)) = ordapye—1 N = lem(m, p**(p — 1)).

Let a be the generated sequence. So the linear complexity of a is

@) > min{p®2(p — 1) + lem(m,p — 1), lem(m, p° *(p — 1))}.

Copyright ©) Weihua Liu 2016
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3 FCSR synthesis

3.1 Previous work on FCSR synthesis algorithms

We recall some basic facts about FCSR sequences. Let a = (ag,as,--+) be an even-

tually periodic N-ary sequence. Then the associated N-adic number

(o)
a= E a;N*
i=0

is a quotient of two integers. That is, a = f/q with ged(f,q) = 1. As we have
discussed in Section 1.3.2, N-adic span can be used to measure the size of an FCSR.
Instead we usually use the N-adic complexity, which is very close to the N-adic span.
Let ®n(f,q) = logy(max(|f],|g|)). The N-adic complexity Ay(a) is the minimum
over all f,q with a = f/q of ®x(f,q). So the FCSR synthesis problem can be

rephrased as follows:

e Given a prefix ag, aq,--- ,ax_1 of an eventually periodic N-ary sequence a.
e Find an integer pair (f, q) satisfying a = f/q and minimizing ®(f, q).

A useful description for FCSR synthesis algorithms is in terms of integer approx-

imation lattices [30]. This notion is due to Mahler [13] and de Weger [11].

Definition 3.1.1. [2)] Let a = ag+ ayN + -+ € Zy be an N-adic integer. Its k-th

approximation lattice is the set
Ly = Ly(a) = {(h1,hs) €Z X Z : ahy —hy =0 (mod N*)}

An element (f,q) € L with ¢ relatively prime to N represents a fraction f/q as a
N-adic number agrees with that of a in the first k places. It will be shown that when
k is large enough, f/q will equal a as an N-adic number. We introduce two rational
approximation algorithms. One is based on the extended Euclidean algorithm and
the other is based on lattice approximation. There is another algorithm, proposed by
Xu and Klapper, which is a modified version of the Berlekamp-Massy algorithm [33].
It is even applicable to many more general AFSRs, so we introduce it in the next
Chapter.
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3.1.1 Rational approximation based on the extended Euclidean algorithm

The Euclidean algorithm is well-known for efficiently computing the greatest common
divisor (GCD) of two integers. This algorithm can also be defined for more general
rings. An integral domain R is said to be Euclidean if there exists a map ¢ : R\ {0} —
N such that given any a,b € R, there exist ¢, € R such that a = bg + r with either
r =0 or ¢(r) < ¥(b). Any such ring is a principal ideal domain (PID). ¢ is called
a “Euclidean function”, “degree function”, “valuation function”, or “norm function”.
Moreover, there are principal ideal domain which are not Euclidean but where the
equivalent of the Euclidean algorithm can be defined [9].

The set of integers Z is an Euclidean domain with the Euclidean function defined
as the absolute value, that is, ¢(a) = |a| for all a € Z.

Theorem 3.1.1. [09] (Division with remainder property) Let a,b € Z with b > 0.
Then there exist unique q,r € Z such that a = bqg+r and 0 < r < b.

This procedure can be iterated :

a = bqg+nr
b = nrg+r (3.1)
L = ToQ3+T3
Tn—1 = Gn+1Tn

At last, we get the greatest common divisor of a and b by the relation that
ged(a,b) = ged(b,r1) = - - - = ged(ry, 0) = 7.

The Euclidean algorithm is based on the division with remainder property and it can

be implemented as in Figure 3.1.

1: procedure EA(a,b)

2 if b =0 then

3 return a

4: else

5 return EA(b, a (mod b))
6 end if

7: end procedure

Figure 3.1: The Euclidean algorithm
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The overall running time of the Euclidean algorithm is proportional to the number
of recursive calls it makes, times the time needed for division. The number of recursive

calls is controlled by the Fibonacci numbers as shown in the following theorem.

Theorem 3.1.2. [17] Let F, be the Fibonacci numbers defined by Fy = 0, Fy = 1,
and F; = F;_1 4+ F;_5 fori > 2. For any integer k > 1, if a > b > 1 and b < F},, then

the call EA(a,b) makes fewer than k recursive calls.
Bézout’s identity says that there are integers x and y such that
xa + yb = ged(a, b).

Such z and y can be computed through the extended Euclidean algorithm which is
described in Figure 3.2. It takes as input a pair of nonnegative integers and returns a
triple of the form (gcd(a, b), z,y) that satisfies Bézout’s identity. The time complexity

is asymptotically the same as the Euclidean algorithm.

1: procedure EEA (a,b)

2 (TOaanyo) = (a’ 170)

3 (Tlaxlayl) = (ba 071)

4 while r; # 0 do

5: (q,7) = (o (div 1), 79 (mod ry))
6 (23,13) = (0 — q21, Y0 — q¥1)
7 <T0,$07y0) = (Thxl?yl)

8 (7"1,271,?/1) = (T,Zlfg,yg)

9 end while

10: return (rg, Zo, Yo)

11: end procedure

Figure 3.2: The extended Euclidean algorithm

The Euclidean algorithm and the extended Euclidean algorithm can also be ap-
plied to the ring of polynomials over a field in the same manner because the ring
of polynomials over a field is also a Euclidean domain with its Euclidean function
defined as the degree of polynomials.

The algorithm given in Figure 3.3 is the rational approximation algorithm for
FCSR synthesis based on the extended Euclidean algorithm. Suppose the first &
symbols ag, a1, - - ,a,_1 of an N-ary sequence are available. We execute the extended
Euclidean algorithm with a = N* and b = ag + a;N + - - - + a;_1N*~'. Then we can

obtain sequences of integers r;, x;, and y; with r; = x;a + y;b. That is,

yb—r; =0 (mod Nk),
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S0 (74,9;) € Ly. When |r;| first becomes less than N*=1/2_ ®(r;, y;) is minimized [25)].
Theorem 3.1.3 shows the number of terms needed. If N = 2 then given 2\y(a) + 3
bits, the EEAapprox outputs a description of the smallest FCSR that generates a.
For N # 2, suppose p = ry and ¢ = yo, where (79, g, 7o) is the output of EEAapprox.
Then (p,q) is a pair of coprime integers but it may happen that ¢ Z —1 (mod N).
We can multiply ¢ with u = ¢7! (mod N) and 1 < |u| < N/2. Then up/uq is the
rational number corresponding to an FCSR that outputs a. Moreover, ® y(up, uq) =
log v (max(|up|, |uq|)) < (1 —logy 2) + Pn(p, q), where ®x(p, q) is minimal among all
the elements in L(a)

One problem for EEAAPPROX is that it is not adaptive. If a better approximation
is needed, then the previous approximation is no longer useful and the entire algorithm
must be started from the beginning. Arnault, Berger and Necer discussed some

possible solutions. For more details please refer to [7].

1: procedure EEAAPPROX(ag, -+, ag_1)
2 if £ is not odd then

3 kE=k—-1

4: end if

ot (To,xo,yo) = (Nk,]_,O)

6 (7’1,5151,y1) = (Zf;ol aiNivoaD

7. whiler; > N¥2 do

8 Let ro=qri +1r

9 (z3,93) = (To — qT1, Y0 — qu1)

10: (T0,$07y0) = (T1,$17y1)
11: (ri,z1,y1) = (1, x3,93)
12: end while

13: if |y1| < N*/2 then

14: return (71, y)

15: else

16: return FALSE

17: end if

18: end procedure

Figure 3.3: The extended Euclidean rational approximation algorithm

Theorem 3.1.3. [25] Suppose that N is not a square and the N-adic complezity of
the infinite sequence ag,aq, - -+ is less than or equal to n. Suppose algorithm EEAap-

proz is executed with k > 2n + 3 and the algorithm outputs a pair of integers (ri,yy).
Then .
T
San=",
i=0 o
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r1 and y, are relatively prime, and gcd(N,y,)=1.

Theorem 3.1.4. [2)] The EEAAPPROX algorithm runs in time O(k?) if k elements

of a are used.

3.1.2 Rational approximation based on lattice approximation

The algorithm give in Figure 3.4 is the rational approximation algorithm based on
lattice approximation, called LATTICEAPPROX. It has the same adaptive features
as Berlekamp-Massey algorithm (Figure 2.1). For each k, the algorithm tries to find
the smallest basis of the kth approximation lattice Li(a). As k grows, the minimal
vector in Lg(a) will give the rational expression of a. LATTICEAPPROX is for FCSR
synthesis with NV = 2. Theorem 3.1.5 shows that the smallest FCSR for a sequence
a can be found with at most 2Xz(a) 4+ [2logy(A2a)] + 2 bits. It is shown in [25] that
the time complexity for LATTICEAPPROX is O(T?log T loglogT).

Theorem 3.1.5. [25] Suppose a = ag, ay, ..., is an eventually periodic sequence with
associalted 2-adic integer a =Y ;o a;2" = f/q, with f,q € Z, and ged(f,q) = 1. If
T > 2Xy(a) + [2logy(Xea)] + 2, then LATTICEAPPROX outputs g = (f,q).

3.2 Multi-sequences and joint N-adic complexity

The FCSR synthesis problem for multi-sequences is: given a prefix of each sequence
S find a common generator of the smallest size that can generate all M sequences
S© SsM . SM-1) (with a different initial state for each sequence). Let

S= (S sM ... st

be an M-fold N-ary eventually periodic multi-sequence, as defined in Section 1.4.
If U(x) € Fylz] is a characteristic polynomial for each of the M sequence, then
it specifies the connection polynomial of an LFSR that generates each of the M
sequences. However, we cannot solve the FCSR synthesis problem in the same way.
This makes multi-sequence synthesis with FCSRs more complicated than with LFSRs.
We proposed a new idea of adopting interleaving technique with 7-adic numbers to
study the problem. We derive two algorithms based on this method. One is based
on the lattice reduction greedy algorithm proposed by Nguyen and Stehlé (Figure
1.9). The other is based on the LLL algorithm (Figure 1.8) which is a polynomial
time lattice reduction algorithm. Both of these rational approximation algorithms

can find . the smallest.common FCSR for a given multi-sequence but with different
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1: procedure LATTICEAPPROX(ag, -+, ar_1)
2 a=""a2

3 Let ¢t be minimal with a;_; =1

4: f=1(0,2)

5: g = (Qt ! 1)

6 or (k= ,T—1) do

7 if (a 92 g1 = 0(mod 2*¥*1)) then
8 if Oo(f) < P2(g) then

9 f=2f

10: else

11: Let d minimize ®5(f + dg)

12: (9. f) = (9.2(f + dg))

13: end if

14: else

15: if (I)Q(f) < @2(9) then

16: Let d minimize ®(f + dg) with d odd
17: (9. f) = (f +dg,2g)

18: else

19: Let d minimize ®5(g + df) with d odd
20: {9, ) = (g +df,2f)
21: end if
22: end if
23: end for

24: end procedure

Figure 3.4: The rational approximation algorithm based on lattice approximation

numbers of known terms. If the number of sequences within the multi-sequence is
less than or equal to 3, the one based on Nguyen and Stehlé’s algorithm is suggested
because it has better time complexity and fewer terms are needed. Otherwise, the
one based on the LLL algorithm will be much better according to its time complexity.

We suppose that ™ — N is irreducible over the rational field Q for M > 2 and
N > 2. For eventually periodic multi-sequence S = (S, SM . SM=1) " each
eventually periodic sequence S can be identified with an N-adic integer. That is,
for h = 0,1,---, M — 1, o = Zf;o Eh)N’ € Zy and a® = p® /¢ for some
p" g™ e 7.

Definition 3.2.1. The joint N-adic complexity of multi-sequence S = (S, SW .|
SM=1) Anar(S), is the size of the smallest FCSR that can generate all M sequences
SO sM . and SM-1,

To find a common FCSR that can generate all M sequences, we look into the
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interleaved sequence of & which is defined as

(séo), s(()l), 582), - s(()Mfl), s§°), sgl), : (M 2 sé ), sg), cl)

Take 7 = N, R = Z[r], and S = {0,1, ..., N — 1}. Because 2™ — N is irreducible
over the rational field Q and 7w € C is a root of this polynomial, it is true that R is an
integral domain. The ring of m-adic numbers, R, contains the subring consisting of
quotients /b with v € R and b € Z such that ged(b, N) = 1. We also have Zy C R,.

The carries in each S® (b = 0,1,--- M — 1) are independent and will be out of
order if the interleaved sequence is treated as an N-adic integer. To make the carries
work properly within a single sequence, we associate the interleaved sequence with a

m-adic number ¢ € R, as follows:

¢ = sg ) 4 sé I+ s[() I SéM_l) by s(o)w + s(l) MHl 4 o (3.2)
The following theorem demonstrates how to find Ay p(S) in terms of the w-adic

number ¢.

Theorem 3.2.1. Let ¢(vy) = max(|rol, |r1],.. ., |ram—1|) for any v = ro + mm +
rom? - +ry Mt € Zx| with r; € Z (i = 0,1,..., M —1). The joint N-adic com-
plexity of S, An.m(S), is the minimal value of logy(max(p(7v), |q|)), where v/q = ¢
(s is the m-adic number associated with the interleaved sequence of S), v € Z|r| and
q € 2.

Proof: Consider each sequence S™ (h =0,1,..., M—1). We have a™ = 3% SN =

(h) /q() . Because 7™ = N, we have

p(l) p(2) p(Mfl)

_2 . . .
()7r—|— () + +

¢ = a9+ aWra@p2 4. L M- M-
+ s

M=)

= g
~ lem(g®, g, .. g(M-D) for some v € Z[n].

Here, lem(q®,¢W, .. ¢™~=Y) denotes the least common multiple of ¢@, ¢, ...
¢™=Y. The FCSR with connection integer lem(q(?, ¢, --- ¢ ~1) can generate all
these M sequences S SM  S(M=1) with proper initial settings determined by ~.
So ¢ has a rational expression of the form 7 /¢, where v € Z[r] and ¢q € Z.

On the other hand, if ¢ = ~/q for some v = rog + rimw + romw?- -+ + rpy 7M1 €
Z[r] and q € Z, then r,/q = a™, h = 0,1,--- ,M — 1. It means that the FCSR

with connection integer ¢ and the particular initial setting related to r;, can generate
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sequence S™ . Considering all the M initial settings together, the size of the FCSR
is
log,y (max(¢ (7). la])) = logy (max(|r°|, [r'],... [F*~"], a])).

So according to the definition, Ay 3/(S) is the minimal value of logy (max(¢(7),|q))-
O

Thanks to Theorem 3.2.1, the problem of FCSR synthesis for multi-sequence S =
(SO, SM . SM=1) "where S is an eventually periodic N-ary sequence, can be

rephrased as follows:
e Given A prefix of the interleaved sequence of S
e Find v € Z[n] and ¢ € Z satistying ¢ = /¢ and minimizing max(¢(7), |q|).

The joint N-adic complexity and joint 2-adic complexity have been discussed under
the assumption that sequences S0, S SM=1 are all strictly periodic [29,71,72].
That is, |[p™| < |¢™]| for h=10,1,...,M — 1. So,

)\N,M(S) = logN(lcm(q(0)7 q(l)’ e 7q(M71))).

Results about the expected value, upper bound, and lower bound of the joint com-

plexity Ay as(S) in this case were proved by Hu, et al. [29], and Yang, et al. [71].

3.3 Rational approximation for multi-sequences

To solve the problem of FCSR synthesis for the multi-sequence S, we define an integer
lattice using the first k& consecutive terms of the interleaved sequence of S. We
assume that M divides k, which means that the known prefixes of each S™ are of
the same length, k/M. The elements in the formed integer lattice will determine
approximations of the rational expression of the interleaved sequence. Finding a
minimal vector in this integer lattice will result in a best rational expression of the
associated m-adic number. In other words, the best common FCSR that can generate

the multi-sequence S will have been found.

Definition 3.3.1. Let #™ = N where M, N are positive integers such that ™ — N
is an irreducible polynomial over the rational numbers Q. Let R = Z[r] and ¢ € R,

the ring of w-adic numbers. The kth integer approximation lattice of ¢ is defined as

Li(s) :=={(uo, . . ., uar—1,v) € ZM ™ iqv — (ug +wuym + - - - +up_ 171 =0 (mod 7*)}.
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It can be shown that Lj(<) is a lattice, because it is closed under addition and
scalar multiplication.

Denote the interleaved sequence of S by S, where S = (S©, 8 SWM-1))
Let ¢ € R, be the m-adic number that is associated with S. Then, for any vector
(ug, .- up—1, v) € Li(s), we have

U+ ugT + - A upog T
v

S (mod 7%) if ged(v, N) = 1.

That is, (ug+uim+- - +up_ 17 ~1) /v is a rational approximation of ¢ up to k terms.
Let ¢ € Z[r] be associated with the first £ terms of S as follows.

Sk = 580) + sél)w + 562)72 +- s(g_lwk_l +- s(éw__f)wk_l + s(éw__ll)wk
M M M
= Sot+sym+---+ sM_le_l, for some sg, $1,...,Sy—1 € Z.

It can be verified that the vectors u; = (N*M ..., 0), uy = (0, N¥/M ... 0), -,
uy—y = (0,..., N¥M 0), uy = (0,..., N¥™) and uprey = (S0, 81, .,51-1,1) are

all in L (s).

Theorem 3.3.1. Ly(s) is a full lattice of rank M + 1 and uj,ug,...,upyq form a
basis of L(s).

Proof: It is true that uy, us, ..., uy4 are linearly independent vectors in RM+1, We
will show that Lg(¢) = L(uy, ug, ..., upre1).

Let u= Y ciuy, where ¢; € Z. We have u € Li(s), because Ly(s) is closed under
addition and scalar multiplication. So L(ug,ug, ..., upy1) € Li().

Suppose v = (vg, v1,...,Uy) is an arbitratry vector in Li(s). Then we have
svpr — (Vo + oy + oy 4+ oy ™) =0 (mod 7F).

So there exists v € Z[n] such that

SkUM — (Uo + v+ U27T2 + -+ UM_17TM_1) = 77rk = ka/M.

Let v = ro+rm+ron?+---+rpy_7™~1 where r; € Z. Making corresponding terms

equal, we have

SoUn — Vg = ToN*/M
s1oy — vy = NF/M,
Spups — Uy = o NF/M,

_ k/M
SyM—1VM — Up—1 = rar— N¥M.
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So v = vpupmyq — roUy — rUg — --- — rpy_1Upy which is a linear combination of
(ug,uy,...,upq1). That is, v € L(ug,uy, ..., upq1). Li(s) € RMFL s a lattice with
the same dimension of the space RM*1 5o it is full.

O

Recalling the definition of the determinant of a lattice L, we have

= N*,

VI

det(L(s)) = (det(G(uy, vz, ..., up41)))

Suppose we have two vectors i and &, where @ = (4, U1, Ug, . .., Up—1,0) € Li(s)
has the smallest Euclidean norm and u = (4, 41, U, . .., Up—1,0) € Li(s) has the

smallest super norm. Then, according to the inequalities (1.6) and (1.7),

|f[oc < VM + 1][af]s. (3-3)

Also, we have |[0||e < det(Lk(g))J\41+1 = N owing to Minkowski’s bound on

lattices [15] and

1@]oe < VM + 1||id]]|oc < VM + LN 7T, (3.4)

We want to use @ or it in Lk(<) to approximate the best rational expression of the

interleaved sequence, but finding them is a hard problem in lattice theory.

3.4 Multi-sequences FCSR synthesis via lattice approximation

In this section, we introduce two approximation algorithms. One, called APPROX-
GREEDY (Figure 3.5), is based on the lattice reduction greedy algorithm (Figure 1.9)
and the other, called APPROXLLL (Figure 3.6), is based on the LLL algorithm (Fig-
ure 1.8). Given a multi-sequence S = (S, SM .. SIM=1) the interleaved sequence
S is associated with a m-adic number ¢. Suppose the first k£ consecutive terms of S are
known and M |k. Then each of the rational approximation algorithms can compute a
vector in the kth integer approximation lattice, L(<), that almost has the minimal
super norm. When £k is sufficiently large, both of their outputs are exactly a rational
expression of the smallest common FCSR that can generate the multi-sequence S.
But the minimum £ that suffices for the two algorithms differs. In other words, they

both solve the problem of FCSR synthesis for multi-sequences.
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3.4.1 Rational approximation algorithm based on the lattice reduction
greedy algorithm

The lattice reduction greedy algorithm was proposed by Nguyen and Stehlé [50] in
2009. Figure 1.9 is an iterative description of it. APPROXGREEDY, based on the
lattice reduction greedy algorithm, is given in Figure 3.5. The inputs are the first
k/M consecutive terms of each sequence S® for (0 < i < M — 1), so the total
number of input terms is k. The output is a pair (3, q) where 8 € Z[r| and ¢ € Z.
Theorem 3.4.1 shows that when k is large enough, ¢ will be the connection integer of
the smallest FCSR that can generate the multi-sequence S. The output 3 determines
the initial state for each S®.

1: procedure APPROXGREEDY (S, S SHM-1)

2: Input: s, s, .. 5(271, the first k/M terms of sequence S® (0 <i < M —1).
M

3: Output: (5, q) where 5 € Z[r],q € Z.

4: for j=1to M —1do

K _q : .
5: s; = YoM sV
6: end for
7 Unrt1 = (50,81, .,Sm-1,1)
8: fori=1to M do

. k/M
9: w; .= (0,0,..., NKM ()
ith postion
10: end for
11: Sort uy, Uy, ..., Uy by their norm || - || so (ug,uy, ..., up4q) is an ordered
basis

12: Compute the Gram matrix G so that G;; = (u;,u;)
13: (ug,ug, ..., up41) :=GREEDYLATTICEREDUCTION(uy, Uy, ..., Ups41)
14: Suppose u; = (ug, Uy, ..., Upr—1,0)
15: return (uy + um + -+ +up 7 w)

16: end procedure

Figure 3.5: The multi-FCSR Rational Approximation with GREEDYLATTICEREDUC-
TION

Theorem 3.4.1. Let ™ = N where 2™ —N be irreducible over the rationals. Suppose
M < 3. Let g be the m-adic number identified with the interleaved sequence of S =
(SO, 8W .. SM=1)" So Li(s) is of dimension at most four. Let the joint N-adic
complexity of S be less than or equal to n. Suppose APPROXGREEDY is ezxecuted
with k > max([2M -n + M -logy(2v/M + 1) + 1], [M(M + 1)logyn (v M + 1) + 1))
and outputs (8,q), where B = by + by ++ -+ + by 17"t € Z|r],q € Z. Then for
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0<i<M-—1,
— ()rrj _ bi
S = 2
Jj=0 q
(@) () ()

where (sy”, Sy, Sy ... ) s the sequence S . This means that b;/q is a rational expres-
sion of sequence SW. The value of max(p(B3), |q|) is equal to Ay ar(S), which implies
that |q| is the connection integer of the smallest common FCSR that can generate
SO sM . SM=1 " For simplicity, we always suppose the denominators of all the

rational forms are positive.

Proof: (3, q) is the output of APPROXGREEDY, so v = (bo,b;...,by—_1,q) is the
first vector of the Minkowski reduced basis. It is true that ged(bg, b1, ..., by—1,q) = 1.
Otherwise, (bg, by ..., by—1,q) cannot be the smallest vector. For any other v/ € Lj(s),
we have ||v|| < [|V/]].

First, we show that ¢ # 0. If ¢ = 0, then 8 = 0 (mod 7*). So if 8 # 0 then
©(B) > N*/M_ Hence,

VIl > [[vllse = max(o(8), lgl) > N*M.

But according to equation (3.4), ||v|| < vM + 1IN w1, This is impossible because
NHM > /N + IN57, when k > M (M + 1) logy (v M +1). So 8 = q =0, which is
false.

Suppose u = (ug, U1, . .., up—1,p) € ZM*1 ged(p, N) = 1 such that

U ugm A+ upy gt

B p

?

and ||ullec = Anva(S). That is, (ug + usm + -+ + upr—17 1) /p is a best rational
expression of ¢. Then ged(ug, uy,...,up—1,p) = 1, since otherwise the joint N-adic

complexity would be smaller. So we have
||u||00 = ma’X(lu0|7 |'Ll,1|, ceey |U’M—1|7 |p|) S N™.

Suppose a4 = (Uqg, U1, Us, ..., Upy—1,0) has the smallest sup norm in Li(s). Then
[[0]|co < [Julloc < N™ because u € Li(s). Also, v has the smallest Euclidean norm,

SO
[[V]|oo < VM + 1[d]|oc < VM +1-N"
We have

g + w4 - up Mt

Ol Ll Zyl_ﬂbl

=0y + b7+ -+ by (mod "),
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so there exists v € Z[n] such that
q(ug +urm 4 - Fup 7Y = plbo by 4 by M) = pgNFM A,

Suppose v = 19 + 7w+ -+ ry_ 7M1 with r; € Z, so

quo — pby = paroN*¥/M,
quy — pby = pquNk/Ma
qupr—1 — pbayr—1 = quM—lNk/M-

If v # 0, then r; # 0 for some 0 < ¢ < M — 1. WLOG, let ¢ = 0.
lquo — phol < 2 [[ull - IVl < 2VATF1- N,

But

IpqroN*M| > |N*M| > 2/M +1- N,
because k > 2Mn + M - logyn(2v/M +1). This is a contradiction. So v = 0. This
means that

q(uo +uym+ - Fupy ™) = plbo + by 4+ by

Because ged(bg, by, . .., by—1,q) = 1, we have g|p. Similarly, p|g. So p = g and b; = u;
for 0 <i< M — 1. Thus

= /g = b0+bl7r+~--q—|—bM17rM_1'

In addition, ged(g, N) = 1 and max(p(5), |q]) = [|V]|ee = An.(S). O

Consider the case of 3-fold binary multi-sequences. That is, let M = 3 and N = 2.
Theorem 3.4.1 shows that the number of known terms required for APPROXGREEDY
to output the smallest common FCSR is at most max(6n + 7,13), where n is the

2-adic joint complexity of the given multi-sequence.

Theorem 3.4.2. Let M < 3. The algorithm APPROXGREEDY runs in time O(k?)

if k elements of S are used, where S is the interleaved sequence of the multi-sequence
5= (80,80, ., g1y

Proof: The time complexity of the multiplication of two integers that are no more
than N*/M is O(klogkloglogk) if Fast Fourier Transforms are used. So the time
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complexity of obtaining uj,ug,...,up 1 from step 4 to step 10 in Figure 3.5 is

O(klog® kloglog k). We have ||u;|| = N¥/M (1 <4 < M) and

[urrgs]] = \/s§+s%+---+sﬁ4,1+1 < /M- N2/M 1.

The sorting and computation of the Gram matrix G both have time complexity of
O(k?) because the dimension of the L (s) is fixed. According to Theorem 1.5.1, the
time complexity of the lattice basis reduction step is bounded by O(log |[uar41]|[1 +
[uars1] —log G (Li(s)]) = O(k?). So the time complexity of the algorithm APPROX-
GREEDY is O(k?).

O

3.4.2 Rational approximation algorithm based on the LLL algorithm

The rational approximation algorithm based on the LLL algorithm, APPROXLLL, is
given in Figure 3.6. Notice that it takes the same inputs as APPROXGREEDY which
are also the first k/M consecutive terms of each sequence S® for (0 <i < M —1).
The output pair (8',¢’), where 5 € Z[r| and ¢’ € Z, is formed from the first vector
of the LLL-reduced basis obtained from Step 11. We assume that the LLL algorithm
runs with § = 3/4. Actually, other values of § will also work and the analysis is
similar. Theorem 3.4.3 shows that when k is large enough, ¢’ will be the connection
integer of the smallest FCSR that can generate S(©, SM . S(M=1  Compared with
Theorem 3.4.1, the number of inputs needed for APPROXLLL is about MT210gN2
more additively. This is because the first vector in the LLL reduced basis is not the
smallest nonzero vector but its Euclidean norm is less than or equal to 2M/2.¢; (L4 (s))
when ¢ = 3/4.

Theorem 3.4.3. Let ™ = N where 2™ — N is irreducible over the rational numbers.
Let ¢ be the m-adic number identified with the interleaved sequence of S. So L(s)
is a (M + 1)-dimensional full lattice. Let the joint N-adic complexity of S be less
than or equal to n. Suppose APPROXLLL is executed with k > max(|2M -n + M -
log (VM + 1) + M2 160 9 4 1], [ M(M + 1) logy (VM + 1) + MM Jog 2 4-1])
and outputs (f',q'), where 3’ = by +Vym ++-- -+, ;7M1 € Z[rn], ¢ € Z. Then for
0<i<M-—1,
e
Z S('Z)N] — _27

j 7
=0
where (s(()i),sgi), sg), ...) is the sequence S%. This means that V,/q is a rational ex-

pression-of sequence-S'"). The value of max(p(B'),|q'|) is equal to Ay (S), which
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1: procedure APPROXLLL(S® SM SM-1)

2. Input: s s\, .. 3(2_1. The first k/M terms of sequence S (0 < i < M —1).
M

3: Output: (4, ¢') where g’ € Z[r|,q € Z.

4: for j=1to M —1do

5: 55 = ﬁo_l ng)Ni

6: end for

7 uni1 = (S0, 815+, Sm—1,1)

8: fori=1to M do

9: ui::(o,o,...,w,...,o)

ith postion

10: end for

11: (ul,ug,...,uMH) Z:LLL(ul,ug,...,uM+1)
12: Suppose u; = (ug, Ug, ..., Upr—1,0)
13: return (ug + uym+ -+ + up 7M1 v)

14: end procedure

Figure 3.6: The multi-FCSR Rational Approximation with LLL

implies that |¢'| is the connection integer of the smallest common FCSR that can gen-
erate SO, SW . SM=1) " For simplicity, we always suppose the denominators of all

the rational forms are positive.

Proof: Let u = (g, @y, U, ..., Un—1,0) € Li(s) be a vector with the smallest Eu-
clidean norm. (/’,¢’) is the output of APPROXLLL, so v = (bj, b ..., by—1,¢) is the
first vector of the LLL reduced basis. So

vl < 2"72[[al.

First, we show that ¢ # 0. If ¢ = 0, then 8 =0 (mod Wk)' So (8) > NE/M  and
thus
V]| = [[v][se = max(e(B), |q]) > N¥M.

But according to inequality (3.4), ||&|| < VA + IN %, so
v < 2M72\/M + IN .
This is impossible because N¥/M > 2M/2\ /N[ 4+ 1N M+ when

1
k> M(M +1)logy (VM + 1) + =M*(M + 1) log 2.

2
Suppose u = (ug, Uy, . .., up—1,p) € ZMT1 p £ 0 such that
U w4+ upy gt
p Y
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and [|ul|se = ®x(S@, S .. SM=1) Then ged(ug, us, ..., urr—1,p) = 1, otherwise

the joint N adic-complexity would be smaller. So we have
HuHoo = max(|u0], |u1’7 SRR ’uM—1|7 ’p|) < N™.

Suppose . = (g, Uy, Uz, ..., Up-1,0) € Li(s) has the smallest L., norm. Then

[|0]|o0 < [Julloe < N™ because u € Li(s). So we have
Vllse < VIl < 22 |[a]| < 2Y2VM + 1jafl < 2"/2VM +1- N

We have

U+ urm + -+ upy Tt by by A A by

p q

(mod 7*),

so there exists v € Z[n] such that

q(up +um+--- + UM—17TM_1) —p(bo + by + -+ bM—17TM_1) = quk/MW’-

Suppose v =19+ 1w+ - +ry_ 7™ so

quo — pby = pqroN*/M
quy — pby = pgri N*¥/M

qupar—1 — pbayr—1 = quMANk/M-

If v # 0, then r; # 0 for some 0 <7 < M — 1. WLOG, let i = 0.
lquo — pbo| < 2+ |[u]os - |[V]]oe < 2M/* VM +1- N,

But

[paroN™M| > [NV > oMM+ T N2
because k > 2Mn + M -logy(2vM + 1) + M logy 2. This is a contradiction. So
~v = 0. This means that

bo + i+ by ug w4 upy

q p

= g.
So it is proved that ¢ = § and max(¢(8), lq]) = ||V||eo = AN m(S). O

Theorem 3.4.4. The algorithm APPROXLLL runs in time O(k*logkloglogk) if k

elements of a are used.

49

www.manharaa.com



Proof: From theorem 3.4.2, we know that ||u;|| = N*/M (1 <i < M) and

areal| = /5343 4+ 83, +1< VM NFA L

Given a d-dimensional integer lattice basis with vectors of Euclidean norm less than
B in a d-dimensional space, the time complexity of the LLL algorithm is O(d*log B -
M(dlog B)) bit operations, where M (dlog B) denotes the time required to multiply
dlog B-bit integers [19]. In APPROXLLL, d = M + 1 and B can be chosen as
VM + IN*M We have M(dlog B) = O(klog kloglog k), if Fast Fourier Transforms
are used and if M is fixed. So the time complexity of step 11 in Figure 3.4.3 is
O(k?log kloglog k). The other steps don’t cost more according to the discussion in
Theorem 3.4.2. So the time complexity of APPROXLLL is O(k?log k log log k).

O

3.4.3 Comparison of APPROXGREEDY and APPROXLLL

APPROXGREEDY and APPROXLLL are both rational approximation algorithms that
can solve the problem of FCSR synthesis for multi-sequences. When M = 1, the
multi-sequence N-adic FCSR synthesis problem is reduced to the single sequence syn-
thesis problem. APPROXGREEDY and APPROXLLL still work, so APPROXGREEDY
and APPROXLLL can be thought of as a generalization of lattice approximation al-
gorithm (Figure 3.4) to multi-sequences cases but they are not adaptive. According
to the time complexity and number of terms needed, APPROXGREEDY is better than
ApPPROXLLL when M < 3. When M > 3, APPROXGREEDY may not output the
right rational expression due to Theorem 1.5.1, so APPROXLLL should be used.

Copyright ©) Weihua Liu 2016

20

www.manaraa.com



4 AFSR Synthesis

We recall the definition of AFSRs over (R, 7, S) in Section 1.3.3, where R is an integral
domain, 7 € R and S is a complete set of representative of R/(m). Fix an eventually
periodic sequence a = ag, ay, as, - - - of S and denote its corresponding m-adic number
by a. That is,

a=ag+aym+agm® + -

According to Theorem 1.3.1, « has a rational expression u/q. If (u,q) is found, then

the AFSR that generates sequence a can be constructed by Theorem 1.3.1. So our

goal is to find a rational expression u/q using as few terms of sequence a as we can.
The AFSR synthesis problem is :

e Given A prefix of the eventually periodic sequence a=ay, ay, -+ over R/(m).
e Find f,q € R such that o = u/q.

Xu’s rational approximation algorithm [25,33], proposed by Xu and Klapper, is
a modificaion of the Berlekamp-Massey algorithm (Figure 2.1) that solves the LFSR
synthesis problem. It solves the synthesis problem for AFSRs over (R, 7, S) with
certain algebraic properties, which we introduce in Section 4.1. We approach the
AFSR synthesis problem with two different methods. One can be seen as an extension
of the lattice approximation approach (Figure 3.4) and is introduced in Section 4.3.
The other one, in Section 4.4, is an approximation algorithm based on the extended

Euclidean algorithm on norm-Euclidean imaginary quadratic fields.

4.1 Xu’s rational approximation algorithm

Xu’s rational approximation algorithm is a modificaion of the Berlekamp-Massey
algorithm in the sense that at each stage ¢, it maintains a rational element whose
m-adic expansion is coincident with the given m-adic number up to i terms. As in the
Berlekamp-Massey algorithm, the discrepancy is controlled at each stage. But they
do so by forming a more general linear combination between two previous rational
approximations. When constructing these linear combinations, several new terms are
considered together to compensate for the increase in size due to the carry. Given
R, 7, and S, two structures are needed to make Xu’s rational approximation algorithm
work: size function and interpolation set.

Size function [27]
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To measure the “size” of the elements of R, Xu and Klapper introduced a function

Yrx: R— Z|J{—00} satisfying the following properties for some constants b and c:
1. Yr~(0) = —o0 and g .(x) > 0 if x # 0;
2. for all z,y € R we have Yp(vy) < Yr~(2) + VYR (y) + b;
3. for all 7,y € R we have ¢ (2 + y) < max{vr(2), Yr(y)} + ¢;
4. for all z € R and k > 0 € Z, we have ¢g . (7*z) = k + Vg (7).

Define a “height” function

Prx(r,y) = max{¢r~(r), Yra(y)},

and the “m-adic complexity” of a sequence,

Ar(a) = inf{l'r.(u,q) : a = u/q}.

The size function gives a description of the sizes of AFSRs. They claim that in many
cases A\r(a) grows at most linearly with the actual size of the AFSR that is needed
to generate a.

Interpolation set [27]

To control the growth of the size of a new approximation, they assume there exists
a subset of IR, denoted by Ppg ., from which the coefficients are selected. The subset
will restrict the elements that can be used to multiply the previous approximations.
The subset Pr . of R must have the following properties.

There is an integer B > 0 such that

1. 0 € Ppy, and if s € Pg,; with 78]s, then s = 0;

2. for every hy,hy € R and s,t € Pr ., we have
7bRﬂr(Shl + th2) < maX<wR,ﬂ'(h1))7 wR,ﬂ'<h2) + Bv

3. for every hy,hy # 0 € R, there exist s,t € Pg, such that (s,t) # (0,0) and
’/TB’(Shl + thg)

With these definition, Xu’s rational approximation algorithm is given in Figure
4.1. The constant B is from the definition of Pg .. It was shown that after a fi-
nite number of steps the algorithm outputs a description of the AFSR for a given

eventually periodic sequence.
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Theorem 4.1.1. [25] Let a = ag,aq,--- be an eventually periodic sequence. The
associated m-adic number o has the rational expression u/q where I'g . (u,q) has the

minimum value, A.(a). In Xu’s algorithm for the sequence a,

1. For every j, r; # 0.

2. Suppose
i > B(2b+ 2c+ B+ c[log(B)] 4+ 2f1) + 2B\, (a),

where fi = max(Ypr(a) :a € S)UYr(1). Then the algorithm is convergent
at i. That is, h;/r; = u/q.

1. procedure XU(ag,a, -+ ,ax)

2 a=1+7nY ", a

3 (ho,mo) = (0,1)

4: Let 1 = by + by + - -+ + bp_1 7P~ satisfy ria = 1 (mod 7%)
5: hl - 1

6 m=20

7 fort:=1tok—1do

8 if (h; —ra) #Z 0(mod ™) then

9 if 35 # 0 € Pr, with 7'*8|s(h; — r;a) then

10: (his1,Tis1) = s(Jis 4)

11: else

12: Find s,t € Pg, not both zero, with @8 |s(h; — r;a) + tx' =" (hy, —
T'm@)

13: (hi+1, Ti+1) = S(ji, Ti) + tﬂ'i_m(hm, Tm)

14: end if

15: if FR,ﬂ'(hi-l—la 'ri—l—l) > FRJr(hi; ri) and FR,w(hia ’f‘i) <i—m-+ FR,w(hmy rm)
and t # 0 then

16: m=1

17: end if

18: end if

19: end for

20: Let 1+7T(u/q) :hk/Tk

21: Find the largest ¢ so that 7! that divides both u and ¢
22:  return (u/7’, q/7")

23: end procedure

Figure 4.1: Xu’s rational approximation algorithm

Theorem 4.1.2. [25] The worst case time complexity of the Xu’s rational approxi-

mation algorithm is in

>

~(a)
O()_ a(m)),

—
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where o(m) is the time required to add two elements a,b € R with Yrr(a),Vr~(b) <
m.

The worst case space complexity is in

O(Ax(a) log(|S1)),
where |S| is the cardinality of set S.

Notice that if u,q € R is the output pair of Xu’s algorithm when k£ is large
enough, then ¢ is the connection element for an AFSR over R that outputs sequence

a. However, ¢ may not the the smallest.

4.2 Algebraic number fields

In this section, we review some definitions and results of basic algebraic number
theory. An algebraic number field K is a finite field extension of the rational numbers
Q. That is, K is a field that contains Q and can be considered as a vector space over
Q of finite dimension. The dimension of this vector space is called the degree of the
extension and is denoted by [K : Q]. When [K : Q] = 2, we say K is a quadratic
extension of Q or K is a quadratic number field. An algebraic integer in a number
field K is an element o € K which is a root of a monic polynomial with coefficients
in Z.
Theorem 4.2.1. [8] Any quadratic extension of Q is of the form Q(\/d), where d is
a square free integer, not 0 or 1. The set of all algebraic integers in Q forms a ring
Z+7-\d if d=2or3 (mod 4),
- { Z+7- (%) if d=1 (mod 4).

The set of algebraic integers of a number field K is called the ring of integers of
K. If d > 0, the quadratic number field K is called a real quadratic field. Otherwise,
K is called an imaginary quadratic field. For any = +yv/d € K, the norm of = +yv/d
is defined as

N(z +yVd) == z* — dy.

The norm function is multiplicative, that is,

N(af) = N(a)N(f)

for all o, 3 € Q(v/d). We say R is norm Euclidean if for all o, 3 € R, 8 # 0, there
exist €,y € R such that o = ¢ 4+ and [N ()| < |[N(B)|. It is known that Q(v/d) is

a norm Fuclidean quadratic number field if and only if d is in the set

f—dy—2:—3s—7s—11,2,3,5,6,7,11,13,17,19, 21,29, 33, 37,41, 57, 73}. [39)]
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The ring of integers of a norm Euclidean quadratic number field is also norm Eu-

clidean.

4.3 AFSR synthesis via lattice rational approximation algorithm

For Section 4.3, we discuss AFSRs over quadratic extensions of Z. That is, fix 71 € Z
such that 72 = D, where D € Z is square free. So 22— D is irreducible over the rational
numbers Q. Let R = Z[n], a quadratic extension of Z. It is an integral domain in
which every prime ideal is maximal. It can be proved that S = {0,1,...,D — 1} is
a complete set of representatives for the quotient ring R/(m). First of all, we give a
different definition of the size and m-adic complexity to describe AFSRs. Then we
construct a lattice based on the first &£ outputs of AFSRs that gives an approximation

of the associated m-adic integer.

4.3.1 Size and 7m-adic complexity

Suppose R = Z[r| = {ag + a17 : ag,a; € Z} and 7 = D € Z . To measure the size
of the elements of R, let size function ¢, : R — Z be

vra(a) = @ + ai
where ¢ = qo + 17 and qo, ¢1 € Z.

Proposition 4.3.1. For any u,q € Z[r], we have
1. SOR,W(U + q) S 2(§0R,7r(u) + @R,ﬂ'(q» and

2. prx(uq) < (D?+ |1+ D|/2)pr(w)pr~(q).

Proof: Let u = up + wym and ¢ = qo + @17 where ug,u1,q0,q1 € Z. We have
utq=(up £ q)+ (ug £ q)m, so
er-(utq) = (urEaq)®+ (uoEq)?
= U+ ¢ +ug+ g5 £ 2w £ 2ueqo
< 2(uf + qf + up + @)
= 2(orx(u) +9rx(q)).
We have uq = (ug +u1m)(qo + q17) = (uogo + Durqr) + (voq1 + u1qgo)7, SO

orx(uq) = (uogo + DU1Q1)2 + (uoqr + U1<]0)2
= uhqs + D*uiqr + udel + uig + (2 + 2D)ugurqoq
<o ugqy + D*uiq; + uigr + uiqq + (24 2D)| - [uourgoq|
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Since px(u)Prx(q) = ugas + uied + ugat + uigs > 4uourgoqu|, we have

2+ 2D)|

1 ¢rA(1)Prx(q)

or-(uq) < D*¢op.(u)pr.(q)+
11+ D

2

= (D*+ )R (WPRA(q)-

For any u,q € R, let

Ppx(u, q) =logp(Prx(u) + @rx(q))-

We define ®p - (u, q) to be the size of the AFSR constructed by Theorem 1.3.1. That
is, u/q is a rational expression of «, the associated m-adic integer of sequence a. Then
the m-adic complexity of a is

or(a) = min{®Pr (u,q) : @« = u/q}.

The AFSR synthesis problem in terms of the size and m-adic complexity defined
above is as follow:

e Given A prefix of the eventually periodic sequence a=ag,a, -+ over S =
{09]-;"' 7|D|_1}

e Find u,q € R satisfying @ = u/q and minimizing ®x . (u, q) .

4.3.2 k-th Approximation Lattices

Definition 4.3.1. Let m = /D, where D € Z is square free. Let R = Z[r] and let
R, be the ring of m-adic integers. Suppose o = ag + a1 + asw? + ... is an element

in R,. The kth approximation lattice of v is defined as
Ly, = Li(a) := {(u1, uz, us,us) € Z* - a(uz + ugm) — (ug +upw) =0 (mod 7*)}
Notice that for every element (u,us,us,uy) in Ly (a), we have

th T (mod 7%) if ged(us, D) = 1.

Q
U3 + UgT

Thus the pair (u,q) with u = u; + usm and ¢ = uz + uym represents a fraction u/q

whose m-adic expansion agrees with « in the first k& places. We call (u,q) a rational
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approximation of o up to k terms. If o = Zf:_ol a;™ = a + brr, where a,b € Z, then

w; = (a,b,1,0) € Ly. Also, it can be verified that us = (Db, a,0,1) € L. Suppose

k—1

& D= 7, if kis odd,;
™ =c+dr = % D
Dz, if k is even.

Then uz = (¢,d,0,0) € Ly and uy = (Dd, ¢,0,0) € Ly,

Theorem 4.3.1. Li(«) is a four dimensional lattice and (uy,uy, us, uy) is a basis of
Li(«). Liyq is a sublattice of L; for any i € Z.

Proof: If u = (uy,us,us, uy) € Ly, and v = (v1,v2,v3,04) € Lg, then u+v € L. So
Ly, is a lattice. The four vectors uy, us, us, uy are linearly independent elements of
Ly. Now suppose that x = (x1,x9, 3, x4) is an arbitrary vector in L. So ay(xs +
x4m) — (1 + 29m) = y7* for some v = r; + ryw € R. Making corresponding terms
equal, we have
{ axrs + bxyD — x1 = ric + rodD
bxs + ary — 19 = roc + 1r1d.
This also means that x = z3u; + z4us — riug — rouy. So (U, Uz, uz, uy) is a basis of
L.
For any (y1,ye,ys,y4) € Lir1 and any ¢ € Z we have a(ys + yam) — (y1 + yom) =0

(mod 7). So a(ysz + yam) — (y1 + yom) = O0(mod 7*). That is, (y1, Yo, Y3, ys) € Li.
So L; .1 is a sublattice of L; for any i € Z. O

4.3.3 Lattice Approximation Algorithms

The approximation algorithm based on the lattice reduction greedy algorithm GREEDY-
LATTICEREDUCTION (Figure 1.9) is given in Figure 4.2. Let a be a sequence with
associated m-adic integer a. Given a sufficiently large prefix of a, this algorithm finds
the rational expression of a that realizes the m-adic complexity of a. With the help of
GREEDYLATTICEREDUCTION, we can find the shortest vector of the kth approxima-
tion lattice which gives the best rational approximation of o up to k£ terms. Suppose
the m-adic complexity is known. Theorem 4.3.2 shows that if k is chosen big enough,
then such a rational approximation is exactly the rational expression we want. The
algorithm shown in Figure 4.2 is just for the case when k is even. The odd case is

similar, so details are omitted here.

Theorem 4.3.2. Let a be a w-adic sequence with associated w-adic integer a.. Suppose
the size of the AFSR that generates a is less than or equal to n. That is, the w-adic
complesity-of ampx(a), is less than or equal to n. Let APPROXLATTICE (Figure 4.2)
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1: procedure APPROXLATTICE(ag, a1, - - ., (k1)
2: Input: first k& terms of sequence a
3: Output: u,q € R satisfying o = u/q and minimizing ®x . (z,y)
4 a:= Y ayD
0<i<k/2
5: b= E a2i+1Di
0<i<(k—2)/2
6: ¢ := DF/?
7. ug := (a,b,1,0)
8: uy := (Db, a,0,1)
9: uz := (¢,0,0,0)
10: uy := (0,¢,0,0)
11: Sort uy, ug, us, uy by their norm || - ||. Let (uy,uy, us, uy) be ordered.

12: Compute the Gram matrix G so that G;; = (u;, u;).
13: (uy,ug, us, uy) :=GREEDYLATTICEREDUCTION(uy, us, us, uy)

14: Suppose u = (uo,ul, 907(]1)
15: return (ug + uim, o + 1)
16: end procedure

Figure 4.2: Lattice Rational Approximation Algorithm for AFSRs over a quadratic
extension

be executed with k > 2n+2+ [log p (4D* + 2|1+ DI|)]. Suppose the algorithm outputs
a pair (u,q) of elements of R. Then

It follows that ®x (v, ¢") < n. Suppose vy = (v, ve, U3, v4) Where v/ = vy + vor
and ¢’ = vz +vym. So vy € Ly(a).

Let (u,q) be the output of APPROXLATTICE. Then Theorem 1.5.1 shows that
u; = (uy, us, uz, us) in step 14 is the minimal vector in Ly ().

We have u = u; + usm and ¢ = uz + ugm. So

|w || = \/u%+u%+u§+ui < \/v%+v§+v§—i—vz = [|v1]].
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So

Dpr(u,q) = logp(ui +uj +uj +uj)
log)p| (v} 4 v3 + v + v})
- q)R,w(ula q/) S n.

IN

This shows that ¢r(v), 0r~(¢); YrA(1), PR~ (q) are all less than or equal to |D|™.
We have

!/
(mod "),

Q| e

u
q
SO S
uq —u
] e Sk
qq
Thus there exists ¢t € R such that tq¢'7" = uq’ — v'q. From Proposition 4.3.1,

IN

2(¢rx(uq’) + er(v'q))
< 2D*+ |1+ D)(¢r(wW)orA(q) + orr(t)pr<(d))
< (4D*+ 2|1 + D|)|D|*".

SOR,ﬂ' (Uq/ - UIQ)

For any e = e; + eam # 0 € Z[n], we have

& eng + engw if k is even
en” = ket [ e
e D2 +eiD 2w if kis odd.

Therefore ¢g . (er®) > |D|*=2. This is to say, pr.(tgg¢m") > |D[*"2if t # 0. But
from k > 2n + 2 + [logp(4D? + 2|1 + DI)] we have |D|*~? > (4D + 2|1 + D|)|D|*".

So t must be 0, which also means uqg’ — u'q = 0. This proves that

’ 00
u u i
—:—/:E a;m .
q q =0

From the proof we also know that @ ,(u, ¢) reaches the m-adic complexity of sequence
a which means that we find the smallest AFSR that generates a. O

Theorem 4.3.3. The Lattice Rational Approximation Algorithm, APPROXLATTICE,

runs in time O(k?) if k elements of a are used.

Proof: The time complexity of getting uy, us, us, uy from step 4 to step 10 in Figure
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(4.2) is O(klogk). Since

’a| _ Z a%Di §|D’k/2+1,
0<i<k/2

o] = Z az;D'| < |D[*?, and
0<i<(k—2)/2

el < [DI*?,

we have max(|[us | [us), sl Jusl)) < v21DJE2.

In step 11, to compute and sort ||uy ||, [[uz]], [[us]], |[us]| takes time O(k?) because
the dimension of L, is fixed. Also, the time complexity for computing the Gram
matrix G is O(k?).

The most costly step in APPROXLATTICE is Step 13 that calls GREEDYLAT-
TICEREDUCTION. According to Theorem (1.5.1), the time complexity is bounded
by O (log(v21D|%*)[1 + log(va|D|*5*) ~ log G (Ly)]) = O(K?), where (L) is the
smallest vector in L;. To sum up, the time complexity of APPROXLATTICE is O(k?).

O

4.4 AFSR synthesis via the Extended Euclidean Rational Approximation
Algorithm

In this section, we want to apply the Extended Euclidean algorithm, so we require R
to be the ring of integers of Q(v/d), where Q(v/d) is the imaginary norm Euclidean
quadratic field and d £ —1. For other cases, the algorithm will not work. That is,

Jz+z-vd o if d=-2,
| 242z () if d=-3,-7, or— 11

It is known that R is a Euclidean domain with respect to the norm function. For
any = + yvd € R, we have N(z + y/d) = 2> —dy?> > 0. Let 7 = v/d € R. Then
N(m) = —d = |d|. The ring R, consists of elements a = ag+a;m+. .. with coefficients
a; € S={0,1,...,|d] —1}.

An element p € R is a unit if and only if N(u) = +1. When d = —2, -7, and
—11, an element 1 € R is a unit if and only if p = £1. When d = —3, an element
it € R is a unit if and only if pu = (%j?’)l, for 0 <4 <5.

Definition 4.4.1. Let a be an eventually periodic sequence over S. If its associated

m-adic_integer o _has_a rational expression u/q, then the size of the corresponding
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AFSR that can generate a is defined as follows:

Vrr(u,q) = log)y (max{[N(u)[,[N(q)[})

The m-adic complexity of the sequence a, denoted by ¢r(a), is the minimum of

Vg (u,q) over all u,q with « = u/q.

Based on the Definition 4.4.1, the AFSR synthesis problem can be rephrased as

follows:

e Given A prefix of the eventually periodic sequence a=ag,a,, -+ over S =
{0,1,...,|d| —1}.

e Find u, g € R satisfying o = u/q and minimizing ¢,(a) .

4.4.1 R-lattices

Definition 4.4.2. An R-lattice of rank k is a subset L C C" of the form

k
L = P Rii;,
=1

where Uy, U, ..., U, € C" are linearly independent vectors over C. That is, it is a
finitely generated free R-submodule in C". We say iy, s, ..., U 1S a basis of L. L is

full if k =n. We treat all vectors in C" as column vectors.

Definition 4.4.3. Let iy, us, ..., U be k linearly independent vectors over R. The
matriz whose columns are U; is denoted by [uy,Us, ..., Ug]. Let L be a full R-lattice
with basis Uy, Us, . .., U,. The volume of L is defined as

vol(L) = N(det([i@y, o, . . . , Tn)))-

Definition 4.4.4. GL,(R) is the group of n X n matrices over R whose determinant

1s a unit in R.

Lemma 4.4.1. Let L be an R-lattice with basis Uy, s, . .., u,. The vectors vy, Vs, . ..,
U € C™ form a basis of L if and only if there exists a matrix T € GLg(R) such that

[?71,172,...,'17k] == [ﬁl,ﬁg,...,ﬁk] 2T

Proof. We prove both directions:

“=" Since vy, U, ..., 0, € L, there is a k x k matrix T" over R with

—

[171,’(72,...,17k] = [ﬁl,ﬁg,...,uk] -T.
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The vectors ¥y, U, . . ., U are linearly independent, so det(T') # 0. It follows that
[?71,'172, . e 76k] . T_l - [ﬁl,ﬁQ, . e ,ﬁk]

Since Uy, ¥y, . . ., Uk form a basis, T~! has entries in R. det(T) and det(7~!) are both
in R, so det(T') is invertible in R. That is to say det(7) is a unit.
“<” Let us suppose for some T' € GLi(R) that

[?71,’172,...,'17k] - [ﬁl,ﬁg,...,ﬁk] 2T

It follows that ¥, 75, ..., Uy € L and they are linearly independent. Suppose L’ is the

R-lattice with basis ¥, Us, .. ., V. Similarly, we have
— — — —1 — — —
(U1, Uay oo Uy - T = [ty U, . .., U]
Then w7, s, ..., U, € L'. Thus,

L=

The following corollary can be derived from the proof of Lemma 4.4.1.

Corollary 4.4.1. Let L be a full R-lattice with basis Uy, Us, . . . , Uy,. Suppose vy, Vs, ..., Uy,

are n linearly independent vectors in L. Then,
vol(L)| N (det([ty, T, . . ., Tn)]))

Theorem 4.4.1. Let L be a full R-lattice in C". The volume vol(L) is independent
of the choice of basis. Let Uy,vs,...,0, be any k linearly independent vectors in L.

The vy, vs, ..., Uy form a basis if and only if
N(det([th, Uy, ..., 7x])) = vol(L)

Proof. This follows directly from Lemma 4.4.1. ]

Definition 4.4.5. Let Ly, Ly be R-lattices of the same rank with Ly C Lo. Then we
say Ly 1s a sub-lattice of Ls.

Theorem 4.4.2. Let Ly be a sub-lattice of Ly, Then
vol(Ly)|vol(Ly).

Proof. This is a direct result from Corollary 4.4.1. ]
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Definition 4.4.6. Let R be the ring of integers of Q(\/E) and 7 = d for d =
—2,-3,=7, or —11. Suppose o = Y oo a;w" is a w-adic integer with a; € S where
S ={0,1,--- ,|d| — 1} is the complete set of representatives of R/(mw). The kth

approximation R-lattice of o is defined as
Ly = Li(a) := {(p1, ) € R X R:apy — py =0 (mod %)},

Consider the sequence a over R/(m) which is associated with the m-adic integer «,
that is, a = (ag, a1, ag, as - -+ ). For every element (1, po) € Li(r), we have pq /s =
(mod %), if iy is coprime with 7. In this case, u1/ps is a rational approximation of
a up to k terms. We see in Theorem 4.4.7 that when (1, po) is the output from the

Extended Euclidean Rational Approximation Algorithm, then pus is coprime with .

Theorem 4.4.3. Let Ly, be the kth approzimation R-lattice of a = .=, a;w". Then
Ly is a full R-lattice in C%. vol(Ly) = N(m)¥ and Ly, is a sublattice of L; for any
1€ LT,

Proof. Let Ay, = ag+a1m+asn®+---+ap_17 1 € R, so we have (7%,0), (Ag, 1) € L.
They are linearly independent, so L is full.

For any (juy, pta) € Li, we have Appy — py = y7* for some v € R. So

(b1, o) = pio(Ag, 1) — (7, 0)

It follows that (7*,0), (A, 1) form a basis of L. We have

VO](Lk) = N(det < 72)16 fik ) ) — N(ﬂ')k — |d|k

For any (u1, pto) € Liyq and any i € Z we have,

apy — py =0 (mod 7).

50
apty — 11 =0 (mod 7).

That is, (p1, pe) € L;. So Ly is a sublattice of L; for any i € Z.

Definition 4.4.7. Let 4 = (1, f12,- - -, ftn) be a vector in an R-lattice L. Define a
mapping 2 : C" — R by:
Qi) = max {IN ()}
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More specifically, if @ = (u1, o) € Ly C C?, then Q(«0) = max{|N (u1)|, |N(u2)|}-
Theorem 4.4.4. Q(-) is a norm of L.
Proof. For any u, v € R, we have
N(p+v) < N(p)+N(v) and N(uw) = N(u)N(v).
So it can be seen that for any u,v € L and v € R:
o Q(u+£7) <Qu) + Q)
o Q(yi) = N(v)(4)

e (@) =0 if and only if @ = (0, 0).

Lemma 4.4.2. Let L be a full R-lattice in C?. Let @ € L be a minimal nonzero
vector, that is, Q@) < Q@) for all W € L — {(0,0)}. Then there is a vector W € L

so that @ and W form a basis of L.

Proof. Let m,n be a basis of L. Then there exist 71,7, € R, so that
U= ")/1772 + ’)/zﬁ.

It follows from the minimality of @ that 71,72 are coprime. So N(ged(y1,72)) = 1.

Otherwise, we let
—f §é! — 72 -

u = m—+ n.
ged(71,72) ged(71,72)
If N(ged(y1,72)) # 1, then @ € R and Q(u') = Q(u) /N (ged (71, 72)) < Q).

R is an Euclidean domain, so there exist 3,74 € R such that

Y174 + Y2v3 = ged(y1, 72)-

Let W = ~3m — 4477, SO

(@, @] = [, 7] - ( Mo )

Y2 —7V4
and

Y2 —V4
It follows that , w form a basis of L.

N(det< n 3 )) :N(’)/l’)/4+’}’2’}’3):1.
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Lemma 4.4.3. Suppose that o« = ag+a,m+asm?+- - - is a w-adic integer with ©° = d,
and let Ly (c) be its kth approximation R-lattice. Let @ = (py, u2) and ¥ = (v1, 1) be
two linearly independent vectors in Li(a) such that Q(u@) < x and Q(V) < y for some
x,y € Z. Then xy > |d|*/2.

Proof. Since 1, U are linearly independent vectors in Ly(a),
vol(L(a))| N (det ([, 7])).
We also have det([i7,7]) # 0, so N(det([w@,7])) > |d|¥. That is,
N (pavy — par) > |df*.
But

N(pave — porn) < N(pa)N(v2) + N(p2)N (1) < 22y.

So zy > |d|¥/2. u

Definition 4.4.8. We say (u,v) is a best kth-approzimation if (u,v) is a minimal

vector in Ly, with respect to norm ().

Theorem 4.4.5. Suppose that a sequence a = ag,aq,... over R/(m) is generated
by an AFSR and a is identified with a w-adic number o =Y ;= a;w". Let p/x be a
rational approzimation to at least k terms. That is, (p,x) € Li(a). Letm = +/]d[*/2.
If Q((p,x)) < m, then (p,x) = v(p,v) for some v € R, where (p,v) is a best kth-

approzimation of a.

Proof. Since (u,v) is a minimal vector with respect to the norm 2, we have

(1) < Q((p,x)) <m.
We have i
2 _
5
It follows from Lemma 4.4.3 that (u,v), (p,x) are not linearly independent. Thus

there is v € C such that (p, x) = v(i,v). By Lemma 4.4.2) (u,v) is an element of a
basis for Li(a), so v € R.
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Corollary 4.4.2. If (u,v) is a best kth-approzimation, then (u,v) is unique up to a
unit. That is, if Q((¢/, V")) = Q(u,v)), then (i, v") =~ (u,v) for some unit ' € R.

Proof. If (1/,v') is a k-th approximation of a with Q((¢/,v")) = Q((u,v)) < m, then
we have for some 7' € R,
(W' 1) =~ (n, v).
So N(v') = 1, which means that 4 is a unit.
u

4.4.2 Division Algorithm in R

In this section, we give a rational approximation algorithm based on the extended
Euclidean algorithm. It works when R is the ring of integers of Q(v/d) with d =
—2,—3,—7, or —11. For other values of d, the algorithm may not output the exact
rational expression of a sequence.

It is well known that R is a Euclidean domain when R is the ring of integers of
Q(Vd) with d = —2,—3,—7, or —11. That is, for any elements € and § in R, and
B # 0 there are £ and v in R such that

€=¢&0+7,
and N(v) < N(p).

e When d = —2, we can find £ and v by the following steps. We have ¢/ = e+ f,
for some e, f € Q. Pick g, h € Z such that

le—g| <1/2, and |f —h| <1/2.
Let £ = g+ hm. Then
y=e—¢B=p(e—g)+(f—h)m).

So we have N(y) = N(B)N((e — g) + (f — h)w) < 3/AN(B) < N(B).

e When d = —3,—7 or —11, for any element € in R we have
1 d b b
e=a+b( +2\/_):(a+§)+§\/c_l, a,b e Z.

Suppose €/ = e + fv/d € Q(v/d), for some e, f € Q. Pick h € Z such that

If — h/2| < 1/4.
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Then pick ¢ € Z such that
le—h/2 —g] < 1/2.
Let £ = (g+2) + 2V/d. Then
y=e—&8=0(e—g—n/2)+(f —h/2)Vd).

So we have N(v) = N(B)N ((e—g—h/2)+(f —h/2)Vd) < (1/4—d/16)N(B) <
N(B).
4.4.3 The Extended Euclidean Rational Approximation Algorithm

Let ¢, 5 be two elements in R. The extended Euclidean algorithm computes the

greatest common divisor and the associated Bézout coeflicients of € and g as follows:
(70: P0, X0) = (€,1,0)
(v o x1) = (8,0,1).
For ¢ > 1,
Yier = Vi1 — &V

piv1 = pi-1 —&ipi
Xi+1 = Xi—1 — &Xi,

where N(v;1+1) < N(v;) using the procedure mentioned in Section 4.4.2. The compu-
tation stops at N () = 0 for some ¢ € N. The element 7;_; is the greatest common

divisor of € and f and (p;, Xi, Vi)o<i<t is called the Bézout sequence of € and /3.

Theorem 4.4.6. [05] Let (ps, Xi»7Vi)o<i<t be the Bézout sequence of € and . We
have the following properties:

1. pie +xi8 =, for alli € {0,... t}.
2. piXiv1 — pir1Xs = (=1)%, for alli € {0,...,t —1}.

Let a be an eventually periodic sequence over R/(m) and let o = ) ° a;m be the

m-adic integer associated with sequence a. Suppose the first k£ symbols ag, a1, ..., ar_1

are available. We execute the extended Euclidean algorithm with ¢ = 7% and 3 =
S0 @i, Then,

Vi = pi€ + Xif.
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That is,

50 (74, xi) € Lg(a). The algorithm is given in Figure 4.3. Note that EEAapprox stops
when N(v;) < |d|*/? which is different from the Euclidean algorithm (line 4, Figure
4.3).

1: procedure EEAAPPROX(ag, -+, ag_1)

2 (70 po, X0) = (7*,1,0)

3 (ynpux) = (15 e, 0,1)

4: while N(y,) > |d|*/? do

5: Let 79 = £v1 + 72 with N(vs) < N(71)
6: (P2, x2) = (Po — P15 X0 — §X1)

7 (70, Po, X0) = (71, p1, X1)
8 (71, p1, x1) = (72, P2, X2)
9

: end while
10: if max{|N(7)|,|N(x1)|} < +/|d|¥/2 then
11: return (71, x1)
12: else
13: return FALSE
14: end if

15: end procedure

Figure 4.3: The Extended Euclidean Rational Approximation Algorithm

Theorem 4.4.7. Suppose the size of the AFSR that generates the m-adic sequence a
is less than or equal to n. That is, the w-adic complexity of a, ¢(a), is less than or
equal ton. Let the Extended Euclidean Rational Approximation Algorithm be executed
with inputs (ag, ...,ax—1) and k > 2n+ 1. It outputs a pair (v, x1) of elements of R.

Then x1 is coprime with w and

i 4!
a = ;T = —

=0 X1

Proof. Let u/v be a best approximation of sequence a. That is ged(p,v) = 1,
ged(m,v) =1, and

N B
a= ;:0 am' = .
We have Q((p,v)) < |d|™, because

¢x(a) = logyy (max{[N(u)[,[N(¥)[}) < n.
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Let (o, 7) be a minimal vector in Lg(a). Then
(o, 7)) < Q(n,v)) < d[".

We have

g _H k

—== d 7).

-= (mod %)
Thus ov — ut = 7*d7v, for some § € R. But

N(ov — i) < N(@)N(v) + NN (r) < 20d™,
and
N(r*) = |d|* > |d|**** > 2|d]*".

It follows that o/7 = pu/v = a. Note that 7 and 7 must be coprime. To see this,
suppose 7 divides 7 (the only other possibility since 7 is irreducible). We have
ov = put, so  divides 0. Then (o/7)/(7/7) = p/v = a, so (o/7,7/7) € Ly, which
contradicts the minimality of (o, 7). Since (71, x1) is the output of the algorithm, then

N(v1) < +/|d|F/2 and N(x1) < +/|d|¥/2. We have (71, x1) € Li(a), so Q((711,x1)) <
V|d|¥/2. By Theorem 4.4.5, (71, x1) = w(o,7), for some w € R. By Theorem 4.4.6

we have
k-1
o1+ xa Zaﬁr’ =M.
i=0
Thus

k-1
it =w(o — TZ a;m").
i=0

But by Theorem 4.4.6, p;, x1 are coprime. So w is a unit. (71, x1) is also a minimal
vector in Ly.
In conclusion,

o
A i
—=—===) .
T v
X1 i=0

The Euclidean rational approximation algorithm runs in time O(k*log(k)) if k
elements are used. If v € R is the remainder after dividing f € R into o € R
according to the division algorithm in R, then N(vy) < ¢N(f) for some constant
¢ < 1. Let n = max{N(7*), N(XF) a;7*)}, so n € O(2%). Then the complexity is

(n) is the time required for one division of two elements .
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If fast Fourier transforms are used for multiplication, then C'(n) € O(k - log(k)).
So the total time complexity of the Euclidean rational approximation algorithm is
O(k?log(k)).

4.5 Comparison

In this section, we compare Xu’s rational approximation algorithm (Figure 4.1) with
Lattice Rational Approximation Algorithm (APPROXLATTICE, Figure 4.2) and the
Extended Euclidean Rational Approximation Algorithm (EEAAPPROX, Figure 4.3).

4.5.1 ApPPROXLATTICE and Xu’s algorithm

Let R = Z[r|, where 7 is a root of the polynomial 2 = D, which is an irreducible
polynomial over Z. The complete set is chosen to be S = {0,1,--- ,|D|—1}. For any

xr = xg+ 17, x; € Z, the corresponding size function used in Xu’s algorithm is
V(1) = max{2[logp| |zol], [2log|p; [x1]] 4 1}.
Then the size of the AFSR related to u/q where u, q € Z[r] is
Fra(u,q) = max{yr(u), Yr~(q)}-
The m-adic complexity defined for Xu’s algorithm is
Ar(@) = inf{Trr(u,q) - @ = u/q},

where « is the associated m-adic number for sequence a.

The corresponding size function defined in APPROXLATTICE is
Orr(7) = 23+ 27, where z = xo + 2,7 € Z[7].
Then the size of the AFSR related to u/q where u, ¢ € Z[r] is
Prx(u, q) =logp(Prx(u) + @rx(q))-
The m-adic complexity defined for APPROXLATTICE is
pr(a) = mf{Prr(u,q) : @ =u/q},

where « is the associated m-adic number for the sequence a.
Let a = ag,aq,a---- be an eventually periodic sequence over S. It can be as-

sociated withea.wi-adic number . Assume u*/¢* is a rational expression of a with
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Pp(u*,q*) = pa(a). Let u* = uf +uim, ¢ = ¢} + ¢i7 with uj, v}, ¢, ¢f € Z. As-

sume 4/q is

a rational expression of a with I'r (4, q) = A:(a). Let u = uy + uy,

q = Qo + qim with ug, 4y, o, ¢1 € Z. So we have

Ax(a)

IN

IAN A IA

and

vr(a)

/AN VAN VANR | R VAN

That is,

L'rx(u,q)

Ipx(u®, q")

max (2UOg|D| lugl ], 2[logp [uil] + 1,2[logp g1 ], 2|log py g7 ] + 1)
2max (Uog|D| |upl], |_10g|D| luzl], L10g|D| %11, |_10g|D| |CIT|J> +1

log)p (max(ug?, ui®, ¢5%,¢1%)) + 1

Pr.(uq*)+1

pr(a) + 1,

rnlu’, ")
Pp(u,q)

log)p (@5 + @t + @ + )

log p) (4 max(ag, a3, 4o, 4t )

log)p| 4 + 2 max ([logp, |to|], [1og|p |1, [1ogpy G0l ], [logp| |@]]) + 2
Lr(t,q) + 2+ logp 4

Ar(a) + 2 + logp 4.

A(a) —1<gp.(a) <\ (a)+2+ log|p| 4.

This means that A;(a) and ¢, (a) are almost the same neglecting small constants.

Xu’s algorithm has worst case time complexity O(Ek;(la) o(k)), where o(k) is the

time needed to add two elements a,b € Z[r| with the length of m-adic expansion at

most k. So it runs in quadratic time. But it may not output the smallest AFSR

for sequence a. With the same time complexity, APPROXLATTICE can output the

smallest AFSR with regard to the size function g ..

The number of terms needed to get the exact rational expression for Xu’s algorithm
is O(Az(a)log(]|S])). It grows with the the cardinality of the complete set S. However,
APPROXLATTICE only needs O(2¢,(a)) terms to get the exact rational expression,
with fixed coefficent.
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4.5.2 EEAAPPROX and Xu’s algorithm

Let R be the ring of integers of Q(v/d) where Q(v/d) is norm Euclidean and d <
—1. That is, d = —2,—3,—7,—11. The size functions used in Xu’s algorithm and
EEAAPPROX are the same without considering the floor function. That is,

Yra(2) = log‘d‘(|N(x)|) = log‘d‘(xg —dz?), where z = 29+ z17 € R.
Then the size of the AFSR related to u/q where u, ¢ € Z[r] is

V(u,q) = Trx(u, q) = max{Pr(u), Yrr(q)}.

The m-adic complexity is

¢x(a) = Ar(a) = inf{Trr(u, q) : @ = u/q},

where « is the associated m-adic number for sequence a.

Xu’s algorithm runs in quadratic time. To get the smallest AFSR, we need to apply
the extended Euclidean algorithm on the output u,q to find the greatest common
divisor of w and ¢. So the complexity of Xu’s algorithm and EEAAPPROX is the
same.

Similarly as APPROXLATTICE, EEAAPPROX needs O(2¢,(a)) terms to get the
exact rational expression, which is better than the O(log |S|¢x(a)) required for Xu’s
algorithm.

4.5.3 EEAAPPROX and APPROXLATTICE

To compare EEAAPPROX and APPROXLATTICE, we require m = /—2, R = Z[x]|,
and S = {0,1}.
The corresponding size function used in APPROXLATTICE is

Or () = 25 + ], where ¥ = zy + 217 € Z[n].
Then the size of the AFSR related to u/q where u,q € Z[r] is
Ppx(u, q) = log(prx(u) + ¢r=(q))
The m-adic complexity defined for APPROXLATTICE is
pr(@) = nf{®p (v, q) : @ = u/qj,

where.aqis the.associated m-adic number for the sequence a.
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The size of the AFSR related to u/q where u,q € Z[r] defined in EEAAPPROX is

Y(u,q) = max(log(|N (u)]), log(|N(g)]))-

The m-adic complexity is

Qbﬂ(a) = inf{\PRﬂr(% Q) o= U/Q}»

where « is the associated m-adic number for sequence a.

Let a = ag,aq,as--- be an eventually periodic sequence over S. It can be as-
sociated with a m-adic number o € R,. Assume u*/¢* is a rational expression of «
with ®p . (u*,¢*) = px(a). Let u* = uf + uim, ¢ = ¢§ + ¢;7 with uj, v}, ¢, qf € Z.
Assume 4/q is a rational expression of a with Vg (4, §) = ¢-(a). Let & = g + uy,

(j = (?0 + (jlﬂ' with ’&0,?11, éo,(jl € Z. So we have

d-(a) = VUg.(4,q)

Ura(u,q")

max (log(ug? + 2ut?), log(qs? + 2472))
log (2(up? + i + ¢57 + ;%))
er(a) + 1,

IN

IN

and

Pra(u”,q")

Ppr(1,q)

= log(@2 + a2+ @2 + ¢?)

log (2 max(ag + 243, ¢g + 247))
= ¢x(a)+ 1.

vr(a)

IN

IN

That is,
d-(a) — 1 <@ (a) < dr(a) + 1.
Theorem 4.4.7 illustrates that when & > 2¢.(a) + 1, EEAAPPROX outputs the

smallest AFSR with respect to the size function W. The number of bits needed for
APPROXLATTICE is 2¢.(a) + 7. So EEAAPPROX saves several bits. However, the

time complexity of APPROXLATTICE is quadratic which is better than EEAAPPROX’s
O(k2log(k)).

Copyright ©) Weihua Liu 2016
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5 Conclusions and Future work

This dissertation explores the problem of register synthesis with regard to different
kinds of pseudorandom sequence generators. We discuss the complexity measures that
are related to the synthesis algorithms, such as linear complexity, N-adic complexity,
joint N-adic complexity, and m-adic complexity.

The main contribution of Chapter 2 is the study of the linear complexity of se-
quences generated by FCSRs. We give a lower bound of the linear complexity of
two special FCSR sequences. Chapter 3 is about two synthesis algorithms, APp-
PROXGREEDY and APPROXLLL, which solve the problem of FCSR synthesis for
multi-sequences based on lattice reduction algorithms. In Chapter 4, we develop
two algorithms for the AFSR synthesis problem. The work on the lattice rational
approximation algorithm has been published in the proceedings of the conference
Sequences and Their Applications-SETA 2014 [11] and the work on the extended Eu-
clidean rational approximation algorithm has been accepted by the journal Advances
in Mathematics of Communications in 2015 [12].

In the future, I will continue my research on register synthesis problems and the
analysis of the related complexity measures. I plan to work on three main related
topics: the study of linear complexity, two-dimensional Euclidean algorithm and its

applications on register synthesis, and AFSRs synthesis with the LLL algorithm.

5.1 The study of linear complexity

In addition to the two special cases in Chapter 2, we can also consider the case of
4-adic FCSRs with special connection integers. We want to determine whether we can
use the same idea to study the sequences generated by AFSRs, such as the maximal
period d-FCSR sequences. We believe that the complementary property should exist
in some special d-FCSRs. This will help us find a characteristic polynomial of the
corresponding d-FCSR sequences.

5.2 Two-dimensional Euclidean algorithm and its applications to register
synthesis

Inspired by the generalized Euclidean algorithm that is used to solve the multi-
sequence LFSR synthesis problem [16], I came up with an algorithm called two-
dimensional Euclidean algorithm that generalizes the Euclidean algorithm over the

integers (Figure 3.1). The Euclidean algorithm works over the integers because the
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set of integers Z is an FEuclidean domain. That is, the division with remainder prop-
erty (Theorem 3.1.1) is true for the set of integers. Similarly, the two-dimensional
Euclidean algorithm is based on the two-dimensional division with reminder property
shown in Theorem 5.2.1.

Let 72 = N, where N € Z is square free. Assume that for any o = a + brr € Z[n],
¢(a) is the size of a which is defined in Theorem 3.2.1. So ¢(a)) = max{|al, |b|}.

Definition 5.2.1. We define two sets [x°] and [7'] as :
(%] = {a:a=a+br € Z[r],|a| > |b]},
and
7] = {a:a=a+br € Zx],|a| <|b|,a # 0}.

Notice that Z[r] = [7°] U [r!] U {0}. This is a partition of Z[r]. The equivalence

relation based on this partition is:
a~ B ifac[r’ and g€ [rY], ifa € [r']and b € [z'], orif a = 8 = 0.

Lemma 5.2.1. Let a = a + br,a,b € Z, and B = c +dm,c,d € Z. Suppose a € [V
and 3 € [w'], then the vectors (a,b) and (c,d) are linearly independent over R.

Proof: If there exists k € R such that (a,b) = k(c,d) and « € [7°], then |a|] > |b|.
Therefore |kc| > |kd|. But 8 € []. 0

Theorem 5.2.1. (Two-dimensional division with reminder) Let o = a+br # 0,a,b €
Z, By =c+dr,c,d €7, and 31 = e+ fm e, f € Z. Suppose By € [7°] and B, € [r!].
There exist qo,q1 € Z and v = g + fr € Z[r] such that

a = qofo+ q i+
where |g| < p() = le| and 7 € [x9], or || < p(81) = || and v € ['] .

The proof is given in Appendix. The proof not only shows the existence of the two-
dimensional division with remainder but also identifies how to do the computation.
The two-dimensional Euclidean algorithm can be described as below.

Given oy, 8\, and B\ € Z[r], let a; € [7)] (vy = 0 or 1), 0 ¢ [7°] and
ﬁfl) € [r'] and ¢(a) > p(B1°). We repeatedly apply the two-dimensional division

with reminder to obtain the following series of equations
0) 5(0 1) 51 :

until j = t for some ¢ such that v, = 0. These equations also have to satisfy the

following requirements:
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L oo(y) < go(ﬁj(-vj)), for some v; € {0,1} such that ~; ~ BJ(-vj).
2. Qjy1 = 6;)]
3. 6(%1) =7-

4. B = ) for h # ;.

The first requirement is guaranteed by the two-dimensional division and the other
three specify the updates from step j to step j+ 1. Lemma 5.2.2 follows directly from

these requirements and ensures that the iterations will stop at step t.
0 1 1
Lemma 5.2.2. 1. (8)) < ¢(8)") and p(8}1) < o(8)").
2. Whenever ~; ~ ~; fori < j, then p(v;) > p(7;).

Example 5.2.1. Take 72 = 2. We let o = 2340 + 21847, B\” = 2048 + O, and
ﬂ%l) = 0+ 20487. The two-dimensional Euclidean algorithm preforms as a chain of

equations shown below.

2340 + 21847 = 1-(2048 + 0m) + 1 - (0 4 20487) + (292 + 1367)
2048 + 0 = 7-(292+ 136m) + 0 - (0 4 20487) + (4 — 9527)
0+20487 = 0-(292+ 1367) + 2 - (4 — 9527) + (8 + 1447)

4-9521 = 0-(292+ 136m) + (—6) - (8 + 1447) + (52 — 887)
8+ 1441 = 0-(292 + 136m) + (—1) - (52 — 887) + (60 + 567)
292 +136m = 4- (60 + 56m) + 1 - (52 — 837) + (0 + On)

From Equation 5.1, we know that

v = qj( )B(O) qj(-l)ﬁf) for1 <j <t

Without loss of generality, we suppose «; € [7°]. Then

0
a5 = ﬁj('—)b (52)
5]('0) = V-1 (5.3)
and g0 — O, (5.4
So
v =B — ¢V =B for1 <<t (5.5)

Recursively, for every 1 < 7 <'t, we will have

QB + QY for some Q;, QY. Q1 € Z. (5.6)
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In Example 5.2.1, we have the following equations:

v = 292+ 1367 = (2340 + 21847) — (2048 + 0r) — (0 + 20487)

v = 4—9521 = (—7)(2340 + 21847) + 8(2048 + 0r) + 7(0 + 20487)

vs = 8+ 14dr = (—14)(2340 + 21847) + 16(2048 + 07) + 15(0 + 20487)

v = 52— 881 = (—91)(2340 + 21847) + 104(2048 + 07) + 97(0 + 20487)

vs = 60+ 56w = (—105)(2340 + 21847) + 120(2048 + 07) + 112(0 + 20487)
Y6 = 04 0m = 512(2340 + 21847) + (—585)(2048 + 0m) + (—546)(0 + 20487).

Consider the 2-fold N-ary eventually periodic multi-sequence S = (S, SM). Let
s € Ry, where R, is the ring of m-adic numbers with R = Z[r| and 72 = N. Suppose

¢ is associated with the interleaved sequence. That is,

¢ = sV 4 sr 45024 sWadp sOrty sMd 4. (5.7)

= ~/q for some v € Z[r] and q € Z.

Without loss of generality, we suppose k is even. Assume that

(0) (1) (0),_2 (1) (0)

=5y + sy m+ s +siVnd 44 T s 7t

We execute the two-dimensional Euclidean algorithm with a = ¢, (0) = 7%, and

ﬁil) = 781 According to Equation (5.6) for every each j, we have
Vi = QK + Q§~0)7rk + Qg-l)ﬂkﬂ for some Q;, Q; © le) c7Z.

It also means that
= Qjsr = Q¢ (mod 77’“).

If v, = T](p) + 7“](»1)73 then (7’](0), r; ,QJ) is in the kth integer approximation lattice of
¢ for every j. Instead of stopping at step j where v; = 0, we stop when ¢(v;) first
becomes less than |@;|. In Example 5.2.1, the iteration will stop at j = 5 where

V5 = 60 + 567T, Q5 = —105.

Assumption 5.2.1. Suppose that N is not a square and the joint N -adic complexity,
Av2(S), of the multi-sequence S = (S, SW) is less than or equal to n. We assume
that k > 2n + ¢, for some constant c. Let the two-dimensional Fuclidean algorithm
be executed with o = ¢, ﬁf =7 and ﬁ = 7" and let it be stopped when ©o(75)

first becomes less than |Q);]. Then

T Q
andmax(@ () Qih= A\n2(S).

7
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This assumption is similar to the assumption in Theorem 3.1.3 for the extended
Euclidean rational approximation algorithm (Figure 3.2). However, experimental
results show that ¢ = 7;/Q; is not alway true. When N = 2, Figure 5.1 shows
how the number of iterations grows as k becomes larger. When k < 34, we tested
every possible element in Z[r]. The number of iterations for the algorithm to stop
is shown as the blue line. When k > 34, we randomly selected 2%° elements in Z[r].
The number of iterations required is shown as the red line. For each iteration, the
complexity is determined by the division of two integers which are less than N*/2. So
the total complexity may be O(k?log k) for the two-dimensional Euclidean algorithm.

Time Complexity

50

B
=

—cyact steps need

Mumber of iterations
& =

10 — 230 5amples

k 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 BO
hits

Figure 5.1: Number of iterations for the two-dimensional Euclidean algorithm

We can generalize the two-dimensional Euclidean algorithm to higher dimensions.
Let R = Z[r] and 7™ = N, where ™ — N is irreducible over the rational numbers.
For any element o« € R, o has the form o = ag + a;7 + -+ - + ap— 171, Define a
partition {[7°], [7'], -, [#M~1],{0}}, where

(7] = {a#0:|aj| <|a;| if j <iand |aj| < |a| if j > 4}.
The N-dimensional division with reminder property can be stated as: let a = ag +
a4 +ay_ 17 € Zn] and a # 0. Suppose B9 € [x] fori =0,1,2,--- , M —1.
There exist qo, q1, -+ ,qu—1 € Z and v € Z[r| such that

a= 308” + Y + -+ 1BV 47,
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where ¢(7) < @(B%) if v ~ B0, So the N-dimensional Euclidean algorithm can be

studied using the same method as the two-dimensional Euclidean algorithm.

5.3 AFSRs synthesis with the LLL algorithm

Based on the lattice reduction greedy algorithm, GREEDYLATTICEREDUCTION (Fig-
ure 1.9), we proposed the lattice rational approximation algorithm, APPROXLATTICE
(Figure 4.2), which solves the AFSR synthesis problem for AFSRs over R = Z[r] and
72 = D. We may ask whether the approach can be extended to cubic or higher ex-
tensions of Z. This becomes complicated because of the complexity of GREEDYLAT-
TICEREDUCTION. However, we can consider other lattice reduction algorithms, such
as the LLL algorithm. It is possible that we can extend APPROXLATTICE with the
LLL algorithm to solve the synthesis problem for all d-FCSRs (Definition 1.3.7). A d-
FCSR is an AFSR over (R = Z[n], 7, S), where N > 2 and d > 1 are integers such that
the polynomial ¢ — N is irreducible over the rational number field Q, 7 € C is a root
of this polynomial in an extension field of Q, and S = Z/(N) ={0,1,2,--- ,N—1}. In
this case, any eventually periodic sequence a over S can be identified with an element
ain R, and a = u/q for some u,q € R = Z[r]. Suppose ¢ = qo+ @7+ -+ qq_17¢1
and u = ug + ugm + -+ + ug_ 7 where ¢;,u; € Z fori =0,1,2--- ,d — 1. We can

defined the kth integer approximation lattice of « as :
Li(a):={(ug, ..., %a—1,q0,- - ., qa-1) € Z**:aqg — u=0 (mod 7*)}.

The LLL algorithm will find a vector in this integer lattice that almost has the minimal
super norm. It is possible that when k£ is sufficiently large, the vector found gives

exactly a rational expression of the smallest d-FCSR for the given sequence a.

Copyright ©) Weihua Liu 2016
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Appendix

Proof of Theorem 5.2.1.

Theorem 5.2.1 (Two-dimensional division with reminder) Let o = a + br #
0,a,b € Z, By = c+dn,c,d € Z, and B, = e+ frm, e, f € Z. Suppose By € [7°] and
By € [r']. There exist qy,q1 € Z and v = g + fr € Z[r] such that

a=qbo+qp+7

where [g] < ¢(8o) = |c| and v € [7°], or [h] < (B1) = |f| and 7y € [x'] .
Proof: From Lemma 5.2.1 we have that (¢, d) and (e, f) are linearly independent, so
there exists x,y € R such that

(a,b) = z(c,d) +yle, f).

Let |x] be the nearest integer to = (if x = n+1/2 for some n € Z , then let |z] = n).
Let 7 =z — |x]. So 0 <|z| < 1/2. Similarly, 0 < |g| < 1/2. Let

ag+bor = a+br — |x]|(c+dr) — |yl(e+ fr) =Z(c+dnr) + gle + fm).
We have ag + by € Z[7], ag = Tc + ye, and by = Zd + yf. We now proceed by cases.
Case 1 [c| > [d| = || = [e|

If ag + by € [7°] , then let v = ag + bo, qo = | 2], 1 = |y]. We have |ag| < |c|.

If ag + bow € [7'] and |bo| < | f], then let v = ag + bom, qo = |x], ¢1 = |y].

If ag + b € [7'], and |by| > | f|, then we discuss the problem in the four cases.

Without loss of generality, we let ¢ > 0, f > 0 and by > 0. Also d # 0, otherwise

br=e+ fr=0.

For by, f € 7Z, there exist unique [, ), € Z such that

bo = Lf + by,
where 0 < b < f and [ > 1.

We have four cases to consider based on the value of d and e.

1. d>0and e >0,
o If ag >0, welet a; + by = ag + by — l(e + fm) = (ag — le) + bym. We

have
lai| = |ap — le] < max{ap,le} < max{ao,lf} < max{ag, by} = by < c.

Also, [bi| = [by| < f.
ogiigthis case, we let ¢o = 2], ¢1 = |y] + 1 and v = a; + by7.
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e If ag < 0, we can consider the following four cases.

—xz>0and y >0

ag = Tc+ ye > 0. It is a contradiction that ag < 0.
—x>0andy <0

Te > 7d > —gf > —je.

This is a contradiction to ag = Zc + ye < 0.
—x<0andy>0

bop=xd+yf <yf < f. It is a contradiction that by > f.
—r<0and y <0

bp =zd+yf < 0. It is a contradiction.

So ag can not less than 0 if d > 0 and e > 0.
2.d>0and e<0
o If ay > 0, we let ay + bom = ag + bom — (¢ + dm). So

las] = |ap — ¢| = ¢ —ag > d — by = |ba|.

And |ag| < c. So qo = |z] +1, g = |y] and 7 = ag + by are what we
want.
o If ag <0, we consider the following six cases.
—x>0and y >0
bo=xd+yf <zc+yf < —ye+yf =ylle[+f) < 24f.
This is a contradiction to by > f.
—x>0and gy <0
It is contradiction that ay = zc 4+ ge <0
—x=0andy > 0.
bo = yf < f. It is contradiction that by > f.
—zx=0andy <0
bo = yf < 0. It is contradiction that by > 0.
—x<0andy >0
bo=zd+1yf <yf < f. It is contradiction that by > f.
—r<0and gy <0
bp = Zd + yf < 0. It is contradiction that by > 0.

So ag < 0 is not valid when d > 0 and e < 0.

3.d<0ande>0
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o If ag < 0, we let ag + bsm = ag + bow + (¢ + dm). So
|b3|: ]bo—l—dl:|d|—b0<c—b0§c+a0:|a3].

And |ag| = |c+ ag| = ¢ — |ag| < c.
So qo = |z] — 1, qo = |y] and v = a3 + byw are what we want.
e The inequality ag > 0 cannot happen because the following discussions
on  and 9.
—x>0andy >0
bo=zd+yf <yf < f. It is contradiction that by > f.
—x>0and gy <0
bo =zd+ yf < 0. It is contradiction that by > 0.
-z=0
b = yf < f. It is contradiction that by > f.
—x<0andy>0
bo =2d+yf =|zl|d +yf <|Zlc+yf <ge+yf</[.
It is contradiction that by > f.
—rz<0andy <0
ag = Tc+ ye < 0. It is contradiction that ag > 0.
4. d<0and e <0

o If ay <0, we let ay + bym = ag + bom — l(e + fm) = (ap — le) + bym.
We have

|as| = |ao—le| < max{|aol, |le|} < max{|ao|,f} < max{lac|,bo} = bo < c.

Also, |by| = |by] < f.
So in the case, we let ¢o = |z], 1 = |y] +{ and v = a4 + by.
e The inequality ag > 0 cannot happen because the following discussions
on ¥ and y.
—x<0and y >0
ag = xc+ ye < 0. It is a contradiction that ag > 0.
—rz<0and gy <0
ye = lyllel < [ylf = —yf < @d < —zc.
It is a contradiction to ay = xc + ye > 0.
—x>0and gy <0
bos= Td + 7y f < 0. It is a contradiction that by > 0.
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—x>0andy >0
bo=zd+yf <yf < f.Itis a contradiction that by > f.

Case 2 |f| > |e| > |¢| > |d| Tt is similar to Case 1.

Case 3 all other c,d,ef

We have |¢| > |e| and |f]| > |d|, so |ao| = |zc+ ye| < 3(|¢| + |e]) < |c| and
[bol = zd +5f < 5(|d| +[f]) < |f]- Let v = ao+bor, qo =[], a1 = [y].
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